Conditional Proxy Re-Encryption Secure against
Chosen-Ciphertext Attack

ABSTRACT

In a proxy re-encryption (PRE) scheme [4], a proxy, autho-
rized by Alice, transforms messages encrypted under Alice’s
public key into encryptions under Bob’s public key without
knowing the messages. Proxy re-encryption can be used ap-
plications requiring delegation, such as delegated email pro-
cessing. However, it is inadequate to handle scenarios where
a fine-grained delegation is demanded. For example, Bob
is only allowed Alice’s encrypted emails containing a spe-
cific keyword. To overcome the limitation of existing PRE,
we introduce the notion of conditional proxy re-encryption
(or C-PRE), whereby only ciphertext satisfying one condi-
tion set by Alice can be transformed by the proxy and then
decrypted by Bob. We formalize its security model and pro-
pose an efficient C-PRE scheme, whose chosen-ciphertext se-
curity is proven under the 3-quotient bilinear Diffie-Hellman
assumption. We further extend the construction to allow
multiple conditions with a slightly higher overhead.

1. INTRODUCTION

The notion of proxy re-encryption (PRE) was initially in-
troduced by Blaze, Bleumer and Strauss introduced in [4].
In a PRE system, Bob is allowed to decipher public key en-
cryptions for Alice with the assistance from an authorized
proxy. Specifically, Alice authorizes the proxy by giving it a
re-encryption key. The proxy can then convert any cipher-
text under Alice’s public key into ciphertext under Bob’s
public key. The requirement is that the semantic security
of encryptions for Alice is preserved throughout the conver-
sion, such that the proxy gains no information about the
involved plaintext messages.

Proxy re-encryption has found many practical applications,
such as encrypted email forwarding, secure distributed file
systems, and outsourced filtering of encrypted spam. We use
the encrypted email forwarding as an example to illustrate
the usage of PRE and to motivate our work as well. Imagine
that a department manager, Alice, is to take a vacation. She
delegates her secretary Bob to process her routine emails.

Among the incoming emails, some could be encrypted un-
der Alice’s public key. Traditional public key encryption
schemes does not allow Bob to process such emails, follow-
ing the security norm that one’s private key should never be
shared with other. With a PRE system, Alice can simply
give the email server a re-encryption key. For an encrypted
incoming email, the email server (i.e. the proxy in PRE’s
jargon) transforms it into an encryption for Bob. Then Bob
can read this email using his secret key. When Alice is back,
she instructs the email server to stop the transformation.

The existing notion of PRE does not facilitate flexible dele-
gation. Suppose that Alice instructs Bob to process emails
only when its subject contains the keyword urgent. For other
emails, Alice prefers to read them by herself after back to of-
fice. Obviously, the existing PRE schemes do not meet such
needs. To show further motivation, we consider the case that
Alice wants Bob to process only emails with keyword mar-
ket and prefers Charlie to process emails only with keyword
sales. Using existing PRE mandates an escalated trust on
the email server, since the email server is trusted to enforce
the access control policy specified by Alice. We observe that
such trust model is unrealistic in many applications.

In this paper, we introduce the notion of conditional prozy
re-encryption or C-PRE, whereby Alice has a fine-grained
control over the delegation. As a result, Alice can flexibly
assign her delegate (Bob) the decryption capability based
on the conditions attached to the messages, using a proxy
with no higher trust than in existing PRE schemes.

1.1 Our Results

Our contribution includes a formal definition of conditional
proxy re-encryption and its security notion. Briefly speak-
ing, a C-PRE scheme involves three principals: a delegator
(say user U;), a proxy, and a delegatee (say user U;), similar
to existing PRE systems. A message sent to U; with condi-
tion w is encrypted by the sender using both U;’s public key
and w. To authorize U; to decrypt such an encryption as-
sociated with w, U, gives the proxy a partial re-encryption
key rk;; and a condition key ck; ., corresponding to the
condition w. These two keys form the secret trapdoor used
by the proxy to perform ciphertext translation. The proxy
is unable to translate those ciphertext whose corresponding
condition keys are not available. Therefore, U; has a flexible
control on delegation by releasing condition keys properly.

We also construct a concrete C-PRE scheme using bilinear



pairings. Under the 3-Quotient Bilinear Diffie-Hellman (3-
QBDH) assumption, we prove its chosen-ciphertext security
in the random oracle model. We further extend this basic
scheme to a conditional proxy re-encryption with multiple
conditions (MC-PRE). In the MC-PRE system, a proxy with
a partial re-encryption key can translate a ciphertext asso-
ciated with multiple conditions, if and only if he has all the
required condition keys. The proposed MC-PRE scheme is
efficient, since the number of bilinear pairings in use is in-
dependent of the number of the conditions.

1.2 Related Work

In the pioneer work due to Blaze, Bleumer and Strauss [4],
they presented the first bidirectional PRE scheme (refer to
Remark 1 for the definitions of bidirectional /unidirectional
PRE). In 2005, Ateniese et al. [1,2] presented a unidirec-
tional PRE scheme based on bilinear pairings. Both of
these schemes are only secure against chosen-plaintext at-
tack (CPA). However, applications often require security
against chosen-ciphertext attacks (CCA). To fill this gap,
Canetti and Hohenberger [11] presented a construction of
CCA-secure bidirectional PRE scheme from bilinear pair-
ings. Later, Libert and Vergnaud [23] presented a CCA-
secrue unidirectional PRE scheme from bilinear pairings.
Recently, Deng et al. [15] proposed a CCA-secure bidirec-
tional PRE scheme without pairings. All these construc-
tions are standard PRE schemes, and hence can not con-
trol the proxy at a fine-grained level. In Pairing’08, Lib-
ert and Vergnaud [24] introduced the notion of traceable
proxy re-encryption, where malicious proxies leaking their
re-encryption keys can be identified.

Proxy re-encryption has also been studied in identity-based
scenarios. Based on the ElGamal-type public key encryp-
tion system [16] and Boneh-Boyen’s identity-based encryp-
tion system [3], Boneh, Goh and Matsuo [7] described a
hybrid proxy re-encryption system. Based on Boneh and
Franklin’s identity-based encryption system [6], Green and
Ateniese [18] presented CPA and CCA-secure identity-based
proxy re-encryption (IB-PRE) schemes in the random ora-
cle model. Chu and Tzeng [13] presented the constructions
of CPA and CCA-secure IB-PRE schemes without random
oracles

Another related work is the prozy encryption cryptosystem
introduced by Mambo and Okamoto [26]. In a proxy en-
cryption scheme [14,21,26], A delegator allows a delegatee
to decrypt ciphertext intended for her with the help of a
proxy: an encryption for the delegator is first partially de-
crypted by the proxy, and then fully decrypted by the del-
egatee. However, this scheme requires the delegatee to pos-
sess an additional secret for each delegation from Alice. In
contrast, the delegatee in proxy re-encryption systems only
needs his own private key as in a standard PKE.

Proxy re-encryption should not be confused with the uni-
versal re-encryption [19], in which ciphertext is only re-
randomized, instead of replacing the public keys.

1.3 Organization

The rest of the paper is organized as follows. Section 2 gives
an introduction to bilinear pairings and related complex-
ity assumptions. In Section 3, we formalize the definition

and security notions for C-PRE systems. In Section 4, we
propose a C-PRE scheme, and prove its chosen-ciphertext
security under the 3-QBDH assumption. In Section 5, we
further extend our C-PRE scheme to obtain a conditional
proxy re-encryption scheme with multiple conditions. Fi-
nally, Section 6 lists some open problems and concludes this
paper.

2. PRELIMINARIES
2.1 Notations

Throughout this paper, for a prime g, let Z4 denote {0,1,2, - - -

1}, and Zj denote Z4\{0}. For a finite set S, £ S means
choosing an element x from S with a uniform distribution.
Finally, a function f : N — [0, 1] is said to be negligible if
for all ¢ € N there exists a k. € N such that f(k) < k¢ for
all k£ > k..

2.2 Bilinear Groups and Bilinear Pairings

Let G and Gr be two cyclic multiplicative groups with the
same prime order g. A bilinear pairing isamape: GxG —
Gr with the following properties:

e Bilinearity: Vg1, g2 € G, Va, b € Z, we have e(g, gb) =
e(g1,92)";

e Non-degeneracy: There exist gi,92 € G such that
e(91,92) # leg;

e Computability: There exists an efficient algorithm to
compute e(g1, g2) for Vgi, g2 € G.

2.3 Complexity Assumptions

The security of our proposed schemes is based on a complex-
ity assumption called 3-Quotient Bilinear Diffie-Hellman (3-
QBDH) assumption. The decisional version of this assump-
tion was recently used to construct a unidirectional proxy re-
encryption with chosen-ciphertext security [23]. We briefly
review the n-QBDH assumption, a generalized version of
3-QBDH.

The n-QBDH problem in groups (G,Gr) is, given a tuple
(9,9, g% 79(an71),gb) € G2 with unknown a,b <

b

Zy, to compute e(g,g)<*. A polynomial-time algorithm B
has advantage € in solving the n-QBDH problem in groups
(G,Gr), if

1 4 (a"_l) b %
PI‘[B(g7ga,g,"',g 79)26(979)’1 1267

where the probability is taken over the random choices of
a,bin Z4, the random choice of g in G, and the random bits
consumed by B.

DEFINITION 1. We say that the (t,€)-n-QBDH assump-
tion holds in groups (G, Gr) if no t-time adversary B has ad-
vantage at least € in solving the n-QBDH problem in groups

(G,Gr).

3. MODEL OF CONDITIONAL PROXY RE-
ENCRYPTION

In this section, we formalize the definition and security no-
tions for C-PRE systems.



3.1 Definition of C-PRE systems

Formally, a C-PRE scheme consists of the following seven
algorithms:

GlobalSetup()): The key generation algorithm takes as in-
put a security parameter . It generates the global
parameters param.

KeyGen(i): The key generation algorithm generates the pub-
lic/secret key pair (pk;, sk;) for user U;.

RKeyGen(sk;, pk;): The partial re-encryption key genera-
tion algorithm, run by U;, takes as input a secret key
sk; and another public key pk;. It outputs a partial
re-encryption key rk; ;.

CKeyGen(sk;,w): The condition key generation algorithm,
run by user i, takes as input a secret key sk; and a
condition w. It outputs a condition key ck;,w.

Encrypt(pk, m,w): The encryption algorithm takes as input
a public key pk, a plaintext m € M and a condition
w. It outputs ciphertext CT associated with w under
pk. Here M denotes the message space.

ReEncrypt(CT;, rk; j, ckiw): The re-encryption algorithm,
run by the proxy, takes as input a ciphertext CT; as-
sociated with w under public key pk;, a partial re-
encryption key rk; ; and a condition key ck; .. It out-
puts a re-encrypted ciphertext CT; under public key

pkj.

Decrypt(CT, sk): The decryption algorithm takes as input
a secret key sk and a cipertext CT. It outputs a mes-
sage m € M or the error symbol L.

The correctness of C-PRE means that, for any condition
w, any m € M, any (pk;,sk;) «— KeyGen(i), (pk;,sk;) «—
KeyGen(j), and CT; = Encrypt(pk:, m,w),

Pr[Decrypt(CTi,ski) = m] =1,and

Pr [Decrypt (ReEncrypt(CT;, RKeyGen(sk;, pk; ), CKeyGen(

while for any other condition w’ and user j' with w’ # w
and j' # j, we have

3.2 Security Notions

In plain words, the semantic security of a C-PRE encryp-
tion should be preserved against both the delegate and the
proxy if they do not possess the proper condition key. More
formally, the semantic security against chose-ciphertext at-
tacks for a C-PRE scheme IT can be defined via the following
game between an adversary A and a challenger C:

Setup. Challenger C runs algorithm GlobalSetup()) and gives
the global parameters param to A.

Phase 1. A adaptively issues queries q1, - - - , ¢gm Where query
qi is one of the following:

e Uncorrupted key generation query (i): C first runs
algorithm KeyGen(i) to obtain a public/secret key
pair (pk;, sk;), and then sends pk; to A.

e Corrupted key generation query (j): C first runs
algorithm KeyGen(j) to obtain a public/secret key
pair (pkj, sk;), and then gives (pk;, sk;) to A.

e Partial re-encryption key query (pk;,pk;): C runs
algorithm RKeyGen(sk;, pk;) to generate a partial
re-encryption key rk; ; and returns it to A. Here
sk; is the secret key with respect to pk;. It is
required that pk; and pk; were generated before-
hand by algorithm KeyGen.

e Condition key query (pk;,w): C runs algorithm
CKeyGen(sk;, w) to generate a condition key ck;,w
and returns it to A. It is required that pk; was
generated beforehand by algorithm KeyGen.

e Re-encryption query (pki,pk;, (w,CT;)): To re-

ply this query, challenger C runs algorithm ReEncrypt(CT;, F

and returns the resulting ciphertext CT; to A. It
is required that pk; and pk; were generated be-
forehand by algorithm KeyGen.

e Decryption query (pk, (w, CT)) or (pk;, CT;): Here
(pk, (w,CT)) and (pk, CT) denote the queries on
original ciphertexts and re-encrypted ciphertexts
respectively. Challenger C returns the result of
Decrypt(CT, sk) to A. It is required that pk was
generated beforehand by algorithm KeyGen.

Challenge. Once A decides that Phase 1 is over, it outputs

ski, w)), Slftj‘gaﬁb;é? Tblic key pk;=, a target condition w* and two

equal-length plaintexts mo, m1 € M. C flips a random
coin ¢ € {0, 1}, and sets the challenge ciphertext to be
CT* = Encrypt(pk;=, ms, w"), which is sent to A.

Pr[Decrypt (ReEncrypt(CTi, RKeyGen(sk;, pk;), CKeyGen(Skivw/))Phﬂ)s€2.]A:éd‘aﬁt@€él§)7issues queries as in Phase 1, and C
Pr[Decrypt (ReEncrypt(CT;, RKeyGen(sk:, pk;: ), CKeyGen(ski, w)), sk; ) 2IWPLs theny g Ryfore.

Remark 1. Blaze, Bleumer and Strauss [4] differentiated
two types of proxy re-encryption systems: bidirectional PRE
and unidirectional PRE. In bidirectional PRE systems, the
re-encryption key allows the proxy to translate Alice’s ci-
phertext to Bob’s and vice versa. In unidirectional PRE
systems, the re-encryption key can used only for one direc-
tion. In general, unidirectional PRE systems are preferable
to bidirectional ones, since (i) any unidirectional scheme can
be easily transformed to a bidirectional one [11], and (ii) in
bidirectional PRE systems, if the proxy and the delegatee
collude, they can recover the delegator’s secret key. The
same argument applies to C-PRE systems. Therefore, in
this paper, we only consider unidirectional C-PRE.

Guess. Finally, A outputs a guess ¢’ € {0,1} and wins the
game if §' = 6.

During the above game, adversary A is subject to the fol-
lowing restrictions:

(i). A can not issue corrupted key generation queries on
(i*) to obtain the target secret key sk;=.

(ii). A can issue decryption queries on neither (pk;«, (w*, CT*))
nor (pk;, ReEncrypt(CT™, rki= j, ckix w=)).

(iii). .A can not issue re-encryption queries on (pk;=, pk;, (w*, CT*))

if pk; appears in a previous corrupted key generation
query.



(iv). A can not obtain both the condition key ck;* .+ and
the partial re-encryption key rk;« ; if pk; appears in a
previous corrupted key generation query.

Remark 3. The above four restrictions rule out cases where
A can trivially win the game. To illustrate this, we use
the restriction (iv) as an example. Suppose A obtains both
the condition key ck;« .,» and the partial re-encryption key
rki+ ; with j is a corrupted user, then she can run algorithm
ReEncrypt(CT, rki= j, cki* w=*) to obtain a re-encrypted ci-
phertext CT; under public key pk;. Using the secret key
skj, A can decrypt the ciphertext to recover ms, and hence
break the challenge.

We refer to the above adversary A as an IND-CPRE-CCA
adversary. His advantage in attacking scheme II is defined
as

Advg\f?\_CPRE_CCA _ |Pr[§/ =0]— 1/2|

where the probability is taken over the random coins con-
sumed by the challenger and the adversary.

GlobalSetup()): The setup algorithm takes as input a secu-
rity parameter A. It first generates (¢, G, Gr, €), where
q is a A-bit prime, G and Gr are two cyclic groups
with prime order ¢, and e is the bilinear pairing e :
GxG — Gr. Next, it chooses g, g1, f, f1 < G, and five
hash functions Hi, Hs, Hs, H4 and Hs such that H; :
{0,1}* — Z% Hy : Gy — {0,1}o*1 [y : {0,1}* —
G, Hy : Gr — {0, 1}t and Hs : {0,1}* — Z7. Here
lo and [l; are determined by the security parameter,
and the message space is {0,1}/°. The global parame-
ters are

param = ((q7G7GT76)7g7gl7f7 f17H17 e 7H5)'

KeyGen(i): To generate the public/secret key pair for user
Ui, it picks z; & Zy, and sets the public key and secret

key to be pk; = (P;,Q:) = (g”i,gi/xi) and sk; = x;,
respectively.

RKeyGen(sk;, pk;): On input a secret key sk; = x; and a
public key pk; = (P;,Q;) = (gzj,gi/xj)a it outputs

the partial re-encryption key rk; ; = le/zi = g%i/%i,

DEFINITION 2. A C-PRE schemeIl is (tvquvqcaquv‘]cknQTequ»E)cKeyGen(Sk‘i,w): On input a secret key sk; = x; and a

IND-CPRE-CCA secure, if and only if for any t-time IND-
CPRE-CCA adversary A that makes at most g, uncorrupted
key generation queries, at most q. corrupted key genera-
tion queries, at most qm partial re-encryption key queries,
at most qcr, condition key queries, at most qre re-encryption
queries and at most qq decryption queries, AdvﬁYﬂ‘CPRE'CCA <

€.

For the sake of an easy understanding of the security proofs
for our proposed C-PRE scheme, we differentiate two sub-
cases of restriction (iv) described in the above IND-CPRE-
CCA game, and distinguish between two types of IND-CPRE-
CCA adversaries:

e Type I IND-CPRE-CCA adversary: During the IND-
CPRE-CCA game, adversary A does not obtain the
partial re-encryption key rk;« ; with pk; is corrupted.

e Type II IND-CPRE-CCA adversary: During the IND-
CPRE-CCA game, adversary A does not obtain the
condition key ckix *.

Note that these cases are mutually exclusive (by definition)
and complete. Therefore, the IND-CPRE-CCA security of a
C-PRE scheme can be proven by showing that neither Type
I nor Type II IND-CPRE-CCA adversary can win with a
non-negligible advantage.

4. A SECURE C-PRE SCHEME

In this section, we first present our C-PRE scheme, and
then briefly explain the intuition behind the construction.
Finally, based on the 3-QBDH assumption, we prove the
security for the proposed scheme.

4.1 Construction
The proposed C-PRE scheme consists of the following seven
algorithms:

condition w € {0,1}", it outputs the condition key
ckiw = Ha(w, pki)'/®.

Encrypt(pk;, m,w): On input a public key pk; = (P;,Q;), a
condition w and a message m € {0,1}, it works as
following:

1. Pick ' & {0,1}"* and compute r = Hy(m, 7, w).

2. Compute and output the ciphertext CT = (A, B, C, D)

as:

A=gi, B= P, C=Ha(e(g,9)")®(mlr')®Ha (e(Qi, Hs(

(1)
ReEncrypt(CT;, rk; j, ckiw): On input the ciphertext CT;
associated with condition w under public key pk;, a
condition key ck; . and a partial re-encryption key
rk;,;, this algorithm generates the re-encrypted cipher-
text under key pk; as follows:

1. Parse pk; as (P;,Q;) and CT; as (A, B,C, D).

2. Check whether both of the following equalities
hold:

e(A, P) = e(g1, B), e(A, f5A5D 1) = e(g1, D).
(2)

If not, output L ; otherwise, output the re-encrypted
ciphertext CT; = (B',C") as

B/ = 6(3, Tki,j), Cl = C ©® H4(6(A,Ck¢7w)). (3)

Indeed, the re-encrypted ciphertext CT; = (B’,C") is of the

following forms:
B =e(g,g")", C'=Ha(e(g,9)") @ (m|r'), (4)

where r = Hy(m,r’, w).

Decrypt(CT;, sk;): On input a secret key sk; = z; and a
ciphertext CT; under public key pk; = (Pi, Q;), this
algorithm works according to two cases:



e CT is an original ciphertext associated with a con-
dition w, i.e., CT = (A, B,C, D): If Eq. (2) does
not hold, output L; otherwise, compute (m|r’) =
C @ Ha(e(A, Hs(w,pki)"/*")) @ Hz(e(B,g)"/"),
and return m if gx"'Hl(m”/’w) = B holds and L
otherwise.

e CTis are-encrypted ciphertext, i.e., CT = (B’,C"):

1
Compute (m|r') = C' @ Ha(B'#i ), and return m
if e(g, )i 1™ w) — B’ holds and L otherwise.

Correctness: It can be verified that, all the correctly gener-
ated original/re-encrypted ciphertexts can be correctly de-
crypted. We here explain why a re-encrypted ciphertext,
generated by a proxy who does mot have both the right
partial re-encryption key and the right condition key, can
not be decrypted by the delegatee with non-neglibible prob-
ability. For example, given an original ciphertext CT; =
(A, B,C, D) associated with condition w under public key
pki = (P;,Q:) as in Eq. (1). Suppose a proxy, who has
a partial re-encryption key rk;; = g/ /#i and a condition
key ck; . = Hs(w', pk;)*/® with w’ # w, runs ReEncrypt
to translate ciphertext CT; into a ciphertext intended for
U;. Obviously, CT; can pass the validity check of Eq. (2),
and hence he generates the re-encrypted ciphertext CT} =
(B',C") as

B/
O/

Since w’ # w, the term Hi (e(Qi, Hs(w,pk;))") in com-
ponent C’ can not be canceled by Hy (e(Q, Hs(w', pki))")
with overwhelming probability. So, when user j with se-
cret key sk; = x; receives the above re-encrypted ciphertext
CT}, he computes C’' ® Hz(B"*/"7) and obtains (m||r') @
Hy (e(Qi, Hs(w, pki))") & Ha (e(Qi, Hs(w', pki))") instead of
(m||7"). Obviously, this resulting value can not pass the va-
lidity check as shown in algorithm Decrypt. Therefore, re-
encrypted ciphertext CT; can not be decrypted by U; with
overwhelming probability.

Security Intuitions: Next, we briefly explain why the pro-
posed scheme can ensure the chosen-ciphertext security. It
follows two important facts. First, the re-encrypted cipher-
text given in Eq. (4) is indeed a ciphertext of the “hashed”
CCA-secure ElGamal encryption [9,16,17] using the bilin-
ear pairings, and hence it is impossible for the adversary
to gain any advantage through malicious manipulating the
re-encrypted ciphertext. Second, the validity of the original
ciphertext given in Eq. (1) can be publicly verified by check-
ing Eq. (2). Thus, it is also impossible for the adversary to
maliciously manipulate the original ciphertext. In the next
subsection, we show detailed security proofs.

4.2 Security
The proposed C-PRE scheme is IND-CPRE-CCA secure in
the random oracle model as stated below.

THEOREM 1. Qur C-PRE scheme is IND-CPRE-CCA se-
cure in the random oracle model, assuming the 3-QBDH as-
sumption holds in groups (G,Gr).

e(B,rkig) = e(P/, g%/ = e(g"",g"1/"") = e(g,9)"",

C @ Ha(e(A, ckiw)) = Ha (e(9,9)") @ (mllr') & Ha (e(Qs, I_ﬁglghpéjz‘ggléegﬁg%%é?%ﬁ/a)rgy time adversary A can issue
H> (e(g,9)") @ (mllr') & Ha (e(Qi, Ha(w,pki))") & Ha (e(Qurd 3Hadthi bk akle queries H; with¢ € {1,---,5}. Algorithm

Theorem 1 follows directly from the following Lemma 1 and
2.

LEMMA 1. Ifthere exists a (t, qH, , QHo» QHs , QHy > QHs s Qus Qes Qrks Gek

Type I IND-CPRE-CCA adversary A against our scheme,
then there exists an algorithm B which can solve the (t',€')-
3-QBDH problem in groups (G, Gr) with

J > L( € _QH1(1+(]d)_Qm+Qd)
= gy Ne(l+ ) 2loth q /

t/

IN

where t. denotes the running time of an exponentiation in
group G, t, denotes the running time of a pairing in groups
(G,Gr), qu,(t = 1,---,5) denotes the number of oracle
queries to H;, and qu,qc, Qrk, Gck, Qre and qq have the same
meaning as those in Definition 2.

PROOF. Suppose B is given as input a 3-QBDH challenge
tuple (g,g'/®
rithm B’s goal is to output e(g, g)a% Algorithm B first picks
u, a1, 2 & Zy, defines g1 = (g(a2>)u, f= (g(az))al,ﬂ =

(g(“g))az, and gives (g,91, f, f1) to A. Next, B acts as a
challenger and plays the IND-CPRE-CCA game with ad-
versary A in the following way:

,g“,g(az),gb) with unknown a,b & Zy. Algo-

B maintains five hash lists H** with ¢ € {1,---,5}, which
are initially empty, and responds as below:

e Hi queries: On receipt of an Hi query (m,r',w),
if this query already appears on the H1' in a tuple
(m, 7', w,r), return the predefined value r. Otherwise,

choose r & Z;, add the tuple (m,r’,w,r) to the H"*"
and respond with Hy(m,w,r’) = r.

e Hy queries: On receipt of an Hs query U € Gr, if this
query already appears on the HY* in a tuple (U, ),

return the predefined value 8. Otherwise, choose 8 &
{0,1}0*"1, add the tuple (U, 8) to the list Hy* and
respond with Ha(U) = .

e Hj queries: On receipt of an H3 query (w,pk;), if
this query already appears on the HY*' in a tuple

(w, pki, s,S), return the predefined value S. Other-
wise, choose s & Zy, compute S = (¢g”)°, add the tuple
(w, pki, s, S) to the HY" and respond with H3(w, pk;) =
S.

e Hy queries: On receipt of an Hy query V € Gr,
if this query already appears on the H.*® in a tu-
ple (V,7), return the predefined value . Otherwise,

choose 7y & {0,1}o+1 " add the tuple (V,7) to the
HY** and respond with Hy(V) = 7.

e Hs queries: On receipt of an Hs query (A, B,C), if
this query already appears on the HI®' in a tuple

(A, B,C,n), return the predefined value n. Otherwise,

choose 7 & Z;, add the tuple (A, B,C,n) to the Hi*"
and respond with Hs(A, B,C) = n.

t+ (qmy + qm, + quy 4 qry + qH5 F Qut g F Gk A Gk + @re +
+ (Qqu + 2(14 + qrk + qck + Qre + qH,qre + 2(1H1 qd + S)te + (6q7‘€ -



Phase 1. In this phase, adversary A issues a series of queries 2. Issue a condition key query (pk;,w’) to obtain the
subject to the restrictions of the Type I IND-CPRE-CCA condition key ck; ..
game. B answers these queries for A as follows: 3. Finally, generate the re-encrypted ciphertext ac-

e Uncorrupted key generation query (i): Algorithm B
first picks z; & Zy. Next, as in Coronafs proof tech-
nique [12], it flips a biased coin coin; € {0,1} that
yields 0 with probability € and 1 with probability 1—6.

1

If coin; = 0, define pk; = (P;,Q;) = (g“zzi,g?;) =

2

((g“™)®, g); else define pki = (P, Qi) = (9", 97"
((g")**,(g")=i). Finally, it returns pk; to adversary A
and adds the tuple (pk:, z, coin;) to the K",

—

e Corrupted key generation query (j): Algorithm B first

picks z; & Z} and defines pk; = (P;, Q;) = (97, (g(az))u/rj)

and coin; = ‘~’. Next, it adds the tuple (pk;, x;, coiny)
to the K" and returns (pk;,z;) to adversary A.

e Partial re-encryption key query (pk;, pk;): B first parses

pk; as (Pj, Q;), and recovers tuples (pk, x;, coin;) and
(pk;,x;,coiny) from the K'*. Next, it constructs the
partial re-encryption key rk; ; for adversary A accord-
ing to the following situations:
— If coin, = ‘—’, it means that sk; = z;. Algorithm
B simply outputs rk; ; = P].l/zi.
— If (coin; = 1 Acoinj = 0), it means that sk; = ax;

iV
and sk; = a®z;. B returns rk;; = (g*) = . Note

that this is a valid partial re-encryption key since
2

oy 2 atzj %
(4)7 =g = =P,
— If (coin; = 1Acoin; = 1) or (coin; = 0Acoin; = 0),
algorithm B returns rk; ; = g%i/®i,

— If (coin; = 1 Acoinj = ‘=) or (coin; = 0 A coin; =
1/q)\ %i/®i
1), B returns rk; ; = (g /“) .

— If (coin; = 0 A coinj = ‘=), B outputs “failure”

and aborts.

e Condition key query (pk;,w): Algorithm B first re-
covers tuple (pk;,z;,coin;) from the K'* and tuple
(w, pki, s, S) from the HY®. Next, it constructs the
condition key ck; ., for adversary A according to the
following cases:

— If coin; = ‘—’, it means that sk; = x;: Algorithm
B responds with ck; . = Sl/zi

— If coin; = 1, it means that sk; = ax;: Algorithm
B responds with cki . = ¢%/®". Note that this is

indeed a valid condition key, since g#i = ga#i =
1 1
(9"%) =i = H(w, pks) =i .

— If coin; = 0, it means that sk; = a’x;: B responds

s/x;
with ck; » = (gl/“) . Note that this is indeed

s

S as
Ty 2

a valid condition key, since (gl/“) =geTi o=

1 1
(") 5% = H(w,ph) 7.
e Re-encryption query (pk;,pk;, (w’,CT;)): Algorithm
B parses CT; as CT; = (A4, B,C, D). If Eq. (2) does
not hold, it outputs _L; otherwise, it works as follows:

1. Recover tuples (pk;,;,coin;) and (pk;,x;, coin;)
from the K"t

cording to the following two cases:

— coin; = 0 A coinj = ‘—’: search whether there
exists a tuple (m,r’,w,r) € HIs* such that
gi = A and w = w'. If yes, compute B’ =
e(g, Pj), C' = C @ Ha(e(A,cki ), and re-
turn CT; = (B',C") as the re-encrypted ci-
phertext to A; otherwise return 1.

— Otherwise: Algorithm B first constructs the
partial re-encryption key rk; ; as in the par-
tial re-encryption key queries, and then runs
algorithm ReEncrypt(CT;, rk; j, ck; ), and fi-
nally returns the resulting re-encrypted ci-
phertext CT; to A.

e Decryption query (pk;, (w',CT)) or (pk;, CT): Algo-
rithm B parses pk; as pk; = (P;,Q;) and then recov-
ers tuple (pk:,x;, coin;) from the K", If coin; = ‘=’
(meaning sk; = x;), algorithm B decrypts the cipher-
text using x; and returns the plaintext to A. Other-
wise, it proceeds as follows.

1. Parse CT as CT = (A, B,C, D) or CT = (B, ().
When CT = (A, B,C, D), work as follows: if Eq.
(2) does not hold, return L, else construct the
condition key ck; .,/ as in the condition key query,
and define C = C @ Ha(e(A, ckiw))-

2. Search lists Hi®* and HY' to see whether there
exist tuples (m, 7', w,r) € HI*" and (U, 3) € HY**
such that

w=uw', Pl = B,f&(m|r') = C and U = e(g,9)".

If yes, return m to A. Otherwise, return L.

Challenge. When A decides that Phase 1 is over, it out-
puts a target public key pk;~, a condition w* and two equal-
length messages mo, m1 € {0,1}"°. Algorithm B responds
as follows:

1. Recover tuple (pkq+, z*, coin®) from the K=, If coin* #
0, output “failure” and abort. Otherwise (meaning
skix = a2x*), algorithm B continues to execute the
following steps.

2. Pick y* & 7z:,C* & {0,1}"0%1 and define A* =
QUby*,B _ gbz*y*jD* _ gby*(ale(A*,B*,C*)+a2)'

3. Construct the condition key ck;i ., as in the condition
key query.

4. Pick a random bit § <& {0,1},7 & {0,1}*. Implic-

* b
itly define Hi(ms,r’,w*) = % and Hg(e(g,g)fT) =
C*® (ms||r') ® Ha(e(A*, ckix w+)) (note that B knows

neither Zy—; nor e(g,g)Tyf).

5. Return CT* = (A", B*,C*, D) as the challenged ci-
phertext to adversary A.

*

Note that by the construction given above, if let r* £ b‘fz ,
we can see that the challenged ciphertext CT* has the same
distribution as the real one, since Hs acts as a random oracle,
and




*
s

=i, B =g = (g"

A* :guby*:( (au):
@ Ha(e(A", ckixw)) @ ((mslr') @
2]

C* = C" @ ((ms|lr)

(C* @ (ms]|r") & Ha(e(A”

— Hale(9:9) ") ® (mslr') & Ha(e(Qir, Ha(w
Hy(e(g,9)" ) @ (mslr') & Ha(e(Qiv, Hs(w", phi-)" >, *

D* — gby*(ang‘(A*,B*,C*)Jrag) _ (ga2a1H5(A*,B*,c*)ga2a2) a2

" pki<)" )

Phase 2. A continues to issue the rest of queries as in Phase
1, with the restrictions described in the Type I IND-CPRE-
CCA game. Algorithm B responds to these queries as in
Phase 1.

Guees. Eventually, adversary A returns a guess ¢’ € {0,1}
to B. Algorithm B randomly picks a tuple (U, 3) from the
list HY**, and outputs UYY" as the solution to the given
3-QBDH instance.

Analysis. Now let’s analyze the simulation. The main idea
of the analysis is borrowed from [9]. We first evaluate the
simulations of the random oracles. From the constructions
of Hs, Hy and Hs, it is clear that the simulations of these
oracles are perfect. As long as adversary A does not query

(ms,r’,w*) to Hy nor e(g, g) T to H,, where § and 7’ are
chosen by B in the Challenge phase, the simulations of H1
and H> are perfect. By AskH] we denote the event that
(ms,r’,w*) has been queried to Hi. Also, by AskH3 we

o
denote the event that e(g, g)a% has been queried to Ha.

As argued before, the challenged ciphertext provided for A is
identically distributed as the real one from the construction.
From the description of the simulation, it can be seen that
the responses to A’s uncorrupted key generation queries,
corrupted key generation queries, condition key queries are
also perfect.

Next, we analyze the simulation of the partial re-encryption
key oracle and the Challenge phase. Obviously, if B does not
abort during the simulation of the partial re-encryption key
queries, the response to A’s partial re-encryption key queries
is perfect. Similarly, if B does not abort in the Challenge
phase, the Challenge phase is also perfect. Let Abort denote
the event of B’s aborting during the whole simulation. Then
we have Pr[-Abort] > 0%%(1 — 0), which is maximized at

Oopt = 13{21{ Using 0Oopt, the probability Pr[-Abort] is at
1
1eaSt m.

We proceed to analyze the simulation of the re-encryption
oracle. The responses to adversary A’s re-encryption queries
are perfect, unless A can submit valid original ciphertexts
without querying hash function Hi(denote this event by
ReEncErr). However, since Hy acts as a random oracle and
adversary A issues at most gre re-encryption queries, we have
Pr[ReEncErr] < <.

Now, we evaluate the simulation of the decryption oracle.

The simulation of the decryption oracle is perfect, with the
, excgption that simulation errors may occur in rejecting some
Va)h?%:lph&texts However, these errors are not significant as

e A*sl&%wn bﬁé}ow Suppose a aphertext CT has been queried to

decry tion oracle. Even if CT is a valid ciphertext, there

Hu(
s Cki )) ©® ((m5||7" ) D H4(6(ers é[:;{@@mlﬂhtﬁ tHat CT can be produced without querying

e(g,9)" to Ha, where r = Hyi(m,r’,w). Let Valid be an
event that CT is valid. Let AskHs and AskH; respectively
be events that e(g, g)" has been queried to Hz and (m,r’, w)
has been queried to H 1. We then have

Hy(A*,B*,C*

Valid|~AskH )g “ Pr[Valid A AskH; |[~AskHa] + Pr[Valid A —AskH;

< Pr[AskH;|-AskHs] + Pr[Valid|~AskH; A —=AskF

Let DecErr be the event that Valid|-AskH2 happens during
the entire simulation. Then, since g4 decryption oracles are

e 9H, 44 qd
issued, we have Pr[DecErr] < J7io+ + 4.

Now let Good denote the event (AskH5 Vv (AskHi|—AskH3) v
ReEncErr V DecErr)|-Abort. If event Good does not hap-
pen, due to the randomness of the output of the random
oracle Ho, it is clear that adversary A can not gain any
advantage greater than I in guessing 6. Namely, we have

2
Pr[§ = §'|-Good] = %. Hence, by splitting Pr[§’ = 8], we

have
Pr[¢' =6 = Pr[é' = §|=Good]Pr[-~Good] + Pr[§’ = §|Good]Pr[Gooc
< fPr[—\Good] + Pr[Good] = L (1 — Pr[Good]) + Pr[Goo

and
1 1 1
Pr[¢' = 6] > Pr[¢' = §|-Good]Pr[-Good] = (1 — Pr[Good]) = 3~ 5]

By definition of the advantage for the Type I IND-CPRE-
CCA adversary, we then have

|2 x Pr[¢’ = 6] — 1]
Pr[Good] = Pr[(AskH3 V (AskH]|—AskH3) V ReEncErr \V DecErr

(Pr[AskH3] + Pr[AskH|—AskH3] 4+ Pr[ReEncErr + Pr[DecErr])
Pr{—Abort]

€

IN

4Hy 94
= Slg+i

Since Pr[AskH7|-AskH3] < qu(ﬁlzl , Pr[DecErr}

Pr[ReEncErr] < = and Pr[-Abort] >

4d
T

m, we obtain

Pr[AskH3] > Pr[-Abort] - € — Pr[AskH]|-~AskH5] — Pr[DecErr] — Pr
> € . 4m; _qH1Qd_q7d_k: €
Toe(l4gu) 20t 2oth g g e(l4 g

Meanwhile, if event AskH3 happens, algorithm B will be able
by* \ 1/y*
to solve the 3-QBDH instance by picking (e(g, 9) a7 ) !

from the list H5**. Consequently, we obtain

€ _qH1(1+qd)_Qre+qd)

o1 o 1
¢ > —Pr[AskH3] > E( ( i ;

qH, e(1+ qux)



From the description of the simulation, the running time of
algorithm B can be bounded by

/

t

This completes the proof of Lemma 1. [

Next, we prove that under the 2-QBDH assumption, there
exists no Type II IND-CPRE-CCA adversary A against our
scheme with non-negligible probability. Note that the 2-
QBDH assumption is weaker than the 3-QBDH assumption
and is implied by the latter.

LEMMA 2 If there exiSts a (tv qu ? qu, qH37 qu; qGc; Grky ek Gre; 4d, E)

Type II IND-CPRE-CCA adversary A against our scheme,
then there exists an algorithm B which can solve the (t',€')-
2-QBDH problem in groups (G, Gr) with

g, (1+4qa) qreJer)

S 1 ( €
d>
= quy Ne(1+ qer) 2lot+h q

A

1. Parse pk; = (P;,@Q;) and CT; = (A, B,C, D).
2. Check whether both of the following equalities

1d:
< t+(qu, + QHy + Qus + qHy + QHs + G+ Ge + Gk + ek + Gro + qa) O
+ (QQu + QQC + Qqrk + qck + Qre + qH, Qre + 2qH1 qd + 3)te + (6qre =+ 5q€{(‘ﬁ71€i2’: e(glz B)7

()

If not, output L; otherwise, compute B’ = e(B, rk; ;),

C'=C®H, (e(A, cki,wt)), and out-
te{ky, - kn}

put the re-encrypted ciphertext CT; = (B’,C").
Decrypt(CT, sk): On input a secret key sk = = and a ci-
phertext CT under public key pk, this algorithm works

according to two cases:

e CT is an original ciphertext associated with a set

Check whether Eq. (5) holds. If not, output L.
Otherwise, compute (m/||7') = CHH, (e(A, I

te{klf" 7kn}
Hs(e(B, 9)"/*), and if B = g 1 (mr/ {wtheethy - k),

return m, else return L.
e CT = (B',C"): Compute (m|r') = C'®Ha(B'/?).

If B/ _ 6(97g)I'Hl(m”r/’{wt}tE{kl’m’k"}), return

t+ (g, + qry + Qs + Qa4 Qs + G+ Qe+ Gk + ek + Gre + qa)O(1)M €lse return L.

+ (2qu + 2qc + grk + Gek + 2Gre + qH, @re + 2qH, qa + 3)te + (6qre + 4qa + qH, qa + 1)tp.

where t67 tpa qH; (Z = 17 e 75)7 Qus qcy Qrks ek Gre and qd hcwe
the same meaning as Lemma 1.

The proof is in Appendix A.

5. EXTENSIONS

In this section, we extend our C-PRE scheme to obtain a
conditional proxy re-encryption system with multiple con-
ditions (MC-PRE). In a MC-PRE system, the proxy with a
partial re-encryption key rk; ; can translate ciphertexts as-
sociated with a set of conditions {w:}ie(k,,... k,} from user
U; to user Uj, if and only if he has all the condition keys
{ckiwe }te{ky, - kn} With respect to these conditions.

Based on the C-PRE scheme in Section 4.1, we present a
MC-PRE scheme. The proposed MC-PRE scheme consists
of seven algorithms, where GlobalSetup, KeyGen, RKeyGen
and CKeyGen are the same as those in the C-PRE scheme,
and the other three algorithms are specified as below:

Encrypt(pk, m, {wt }ietky,.- kn}y): Oninput a public key pk =
(P,Q), a plaintext m € {0,1}'° and a set of conditions
{witee(ry, - kn}, this algorithm works as below:

Interestingly, the number of bilinear pairings needed in the
above MC-PRE scheme is independent of the number of con-
ditions, and the efficiency of this MC-PRE scheme is com-
parable to that of the C-PRE scheme in Section 4.1.

Similarly to the C-PRE scheme, the chosen-ciphertext se-
curity of the proposed scheme can be proved under the 3-
QBDH assumption. Of course, the security model should
be slightly modified to address the situations under multi-
ple conditions. Due to the space limit, we omit the security
model and proofs.

6. CONCLUSIONS AND OPEN QUESTIONS

In this paper, we tackle the problem of how to control the
proxy in PRE systems at a fine-grained level. We intro-
duce the concept of conditional proxy re-encryption. We
formalize its definition and its security notions, and propose
a CCA-secure C-PRE scheme. We further extend this C-
PRE scheme to support multiple conditions with reasonable
overhead. The conditions in our proposed solution are lim-
ited to keywords. It remains as an interesting open problem
how to construct CCA-secure C-PRE schemes with anony-
mous conditions or boolean predicates.

Acknowledgment

1. Pickr’ & {0,1}"* and compute r = Hy (m, 1, {w¢}re g, This rgsearch is supported by the Office of Research, Singa-

2. Compute A = ¢7,B = P",C = Hz(e(g,9)") @
(mllr)oHs (e(Q, (I
te{ky,

D= (ng,(A,B,C)fl)T.
3. Output the original ciphertext CT = (A4, B, C, D).
ReEncrypt(CT;, rki j, {ckiw, bee ik, kn}): On input a ci-

Rn

phertext CT; associated with a set of conditions {w: }e k...

under public key pk;, a partial re-encryption key rk; ;
and a set of condition key {cks w; brefhy - kn}, it geD-
erates the ciphertext under key pk; as follows:

, H3(wt,pk))T)) , and

pore Management University.

7. REFERENCES
[1] G. Ateniese, K. Fu, M. Green, and S. Hohenberger.
Improved Proxy Re-encryption Schemes with Applications
to Secure Distributed Storage. In Proc. of NDSS 2005, pp.
29-43, 2005.
2] G. Ateniese, K. Fu, M. Green, and S. Hohenberger.
kn ¥ Improved Proxy Re-encryption Schemes with Applications
to Secure Distributed Storage. ACM Transactions on
Information and System Security (TISSEC), 9(1):1-30,
February 2006.

6(147 fHS(A7B7C)f1) = e(glv D)

of conditions {w: }re iy - b}, 1€, CT = (A, B,C, D):

H3(’L



[3] D. Boneh, and X. Boyen. Efficient Selective-ID Secure
Identity Based Encryption Without Random Oracles. In
advances in Cryptology-Eurocrypt’04, LNCS 3027, pp.
223-238, Springer-Verlag, 2004.

[4] M. Blaze, G. Bleumer, and M. Strauss. Divertible

Protocols and Atomic Proxy Cryptography. In advances in

Cryptology-Eurocrypt’98, LNCS 1403, pp. 127-144,

Springer-Verlag, 1998.

D. Boneh, G. D. Crescenzo, R. Ostrovsky, and G. Persiano.

Public Key Encryption with Keyword Search. In Advanecs

in Cryptology-Eurocrypt’04, LNCS 3027, pp. 506-522,

Springer-Verlag, 2004.

[6] D. Boneh and M. Franklin. Identity based encryption from
the Weil pairing. In Advanecs in Cryptology-Crypto’01,
LNCS 2139, pp. 213-229. Springer-Verlag, 2001.

[7] D. Boneh, E.-J. Goh, and T. Matsuo. Proposal for P1363.3
Proxy Re-encryption.

(5

Proxy Re-Encryption. In Proc. of Pairing’08, LNCS 5209,
pp. 332-353, Springer-Verlag, 2008.

[25] T. Matsuo. Proxy Re-Encryption Systems for
Identity-Based Encryption. In Proc. of Paring’07, LNCS
4575, PP. 247-267, Springer-Verlag, 2007.

[26] Masahiro Mambo and Eiji Okamoto. Proxy Cryptosystems:
Delegation of the Power to Decrypt Ciphertexts. IEICE
Trans. Fund. Electronics Communications and Computer
Science, E80-A /1:54-63, 1997.

[27] E. Shi, B. Waters: Delegating Capabilities in Predicate Encryp-

tion Systems. In Proc. of ICALP (2) 2008, LNCS 5126, pp. 560-
578, Springer-Verlag, 2008.

Appendix

A _ Proof of Lemma 2 )
PRO?F. Suppose B is given as input a 2-QBDH challenge
Al

http://grouper.ieee.org/groups/1363/IBC/submissions/NTTDataPropos

for-P1363.3-2006-08-14.pdf.

[8] D. Boneh, E.-J. Goh, K. Nissim. Evaluating 2-DNF
Formulas on Ciphertexts. In Proc. of TCC’05, LNCS 3378,
pp. 325-341. Springer-Verlag, 2005.

(9] J. Baek, R. Safavi-Naini and W. Susilo. Certificatless
Public Key Encryption without Pairing. In Proc. of ISC’05,
LNCS 3650, pp. 134-148, Springer-Verlag, 2005.

[10] D. Boneh, B. Waters. Conjunctive, Subset, and Range
Queries on Encrypted Data. In Proc. of TCC’07, LNCS
4392, pp. 535-554, Springer-Verlag, 2007.

[11] R. Caneti and S. Hohenberger. Chosen-Ciphertext Secure
Proxy Re-Encryption. In Proc. of ACM CCS 2007, pp.
185-194. ACM Press, 2007.

[12] J.-S. Coron. On the Exact Security of Full Domain Hash.
In advances in Cryptology-Crypto’00, LNCS 1880, pp.
229-235, Springer-Verlag, 2000.

[13] C. Chu and W. Tzeng. Identity-Based Proxy
Re-Encryption without Random Oracles. In Proc. of
ISC’07, LNCS 4779, pp. 189-202, Springer-Verlag, 2007.

[14] Y. Dodis, and A.-A. Ivan. Proxy Cryptography Revisited.
In Proc. of NDSS’03, 2003.

[15] R. H. Deng, J. Weng, S. Liu, K. Chen. Chosen-Cipertext
Secure Proxy Re-Encryption without Pairings. To appear
in CANS’08. Springer-Verlag, 2008.

[16] T. ElGamal. A Public-Key Cryptosystem and a Signature
Scheme Based on Discrete Logarithms. In Advances in
Cryptology-Crypto’84, LNCS 196, pp.10-18,
Springer-Verlag, 1984.

[17] E. Fujisaki and T. Okamoto. Secure Integration of
Asymmetric and Symmetric Encryption Schemes, In
Advances in Cryptology-Crypto’99, LNCS 1666, pp.
537-554, Springer-Verlag, 1999.

[18] M. Green and G. Ateniese. Identity-Based Proxy
Re-Encryption. In Proc. of ACNS’07, LNCS 4521, pp.
288-306, Springer-Verlag, 2007.

[19] P. Golle, M. Jakobsson, A. Juels, and P. F. Syverson.
Universal Re-Encryption for Mixnets. In Proc. of
CT-RSA’04, LNCS 2964, pp. 163-178, Springer-Verlag,
2004.

[20] P. Golle, J. Staddon, and B. Waters. Secure Conjunctive
Keyword Search over Encrypted Data. In Proc. of
ACNS’04. LNCS 3089, pp. 31-45, Springer-Verlag, 2004.

[21] M. Jakobsson. On Quorum Controlled Asummetric Proxy
Re-Encryption. In Proc. of PKC’99, LNCS 1560, pp.
112-121, Springer-Verlag, 1999.

[22] J. Katz, A. Sahai, and B. Waters: Predicate Encryption
Supporting Disjunctions, Polynomial Equations, and Inner
Products. In advances in Cryptology-Eurocrypt’08, LNCS
4965, pp. 146-162, Springer-Verlag, 2008.

[23] B. Libert and D. Vergnaud. Unidirectional
Chosen-Ciphertext Secure Proxy Re-encryption. In Proc. of
PKC’08, LNCS 4929, pp. 360-379, Springer-Verlag, 2008.

[24] B. Libert and D. Vergnaud. Tracing Malicious Proxies in

tuple (g,gl/a,g“,gb) with unknown a,b & Zy. Algorithm
B’s goal is to output e(g,g)b/az. Algorithm B first picks
$ * u a\ o a\«x
u7o¢17a2<—Zq, deﬁnesg1:g7f:(g) lafl:(g)za
and gives (g, g1, f, f1) to A. Next, B acts as a challenger and

plays the Type II IND-CPRE-CCA game with adversary A
in the following way:

Hash Oracle Queries. B maintains five hash lists H}'**
with ¢ € {1,---,5}, and responds in the same way as in the
proof of Lemma 1, except that Hs queries are conducted in
the following way:

e Hs queries: On receipt of an Hs query (w, pk;), if this

list

query already appears on the H5®" in a tuple (w, pk;, s, S, coin),

return the predefined value S. Otherwise, pick s & Zy
and flip a random biased coin coin € {0,1} that yields
0 with probability 6 and 1 with probability 1 — 6. If
coin = 0 then the hash value Hs(w, pk;) is defined as
S = g°, else S = g*°. Finally, S is returned to A and
(w, pki, 5, S, coin) is added to the Hs*.

Phase 1. In this phase, A issues a series of queries subject
to the restrictions of the Type II IND-CPRE-CCA game. B
maintains a list K", and answers these queries as follows:

o Uncorrupted key generation query (i): B first picks
1

@i & 2, and defines pki = (P, Qi) = (9", 977" ) =

((g*)*, (g%):) Next, it defines ¢; = 0, adds the tuple

(pki, i, ¢;) to the K'* and returns pk; to adversary

A. Here the bit ¢; is used to denote whether the se-

cret key with respect to pk; is corrupted, i.e., ¢; = 0

indicates uncorrupted and ¢; = 1 means corrupted.

o Corrupted key generation query (j): B first picks z; &

Z; and defines pk; = (P}, Q;) = (97,97 ),¢; = L.
Next, it adds the tuple (pkj,z;,c;) to the K'"* and
returns (pk;, z;) to A.

e Partial re-encryption key query (pki,pk;): B recovers
tuples (pki,:,c;) and (pkj,x;,¢;) from the K™ and
constructs the partial re-encryption key rk; ; for A ac-
cording to the following cases:

— If ¢; = ¢;. Respond with rk; ; = g*7 /e,
— If ¢; = 1 Ac; = 0. Respond with ki ; = (g%)%/%.

zj /g
— If¢; = OAc; = 1. Respond with rk; ; = (gl/“) 7



e Condition key query (pk;,w): B first recovers the tuple
(pki, i, ¢;) from the K" and the tuple (w, pks, s, S, coin)
from the HL'. Next, it constructs the condition key
cki . for adversary A according to the following cases:

— If ¢; = 1, it means that sk; = xz;. Algorithm B
responds with ck; ., = Sl/wi,

— If ¢, = 0 A coin = 0, it means that sk; = ax;
and Hs(w,pk;) = g®. Algorithm B responds with

1/a si/x;

— If ¢; = 0 A coin = 1, it means that sk; = ax; and
Hs(w,pk;) = ¢®%. Algorithm B outputs “failure”
and aborts.

e Re-encryption query (pk;, pkj, (w', CT;)): B parses pk; =
(Pi,Qi),pkj = (Pj,Qj) and CTi = (A,B,C, D) If Eq.
(2) does not hold, it outputs L; otherwise, it acts as
follows:

1. Recover tuples (pki,zi,c;) and (pkj,xj,c;) from
the K.

2. Issue a partial re-encryption key query to obtain
the partial re- encryptlon key rk;,;.

3. Recover the tuple (w', pki, s, S, com) from the HLst,
and produce the re-encrypted ciphertext according
to the following two cases:

— ¢; = 0Acoin = 1: Search whether there exists a
tuple (m,r’,w,r) € HY* such that g7 = A and
w = w'. If yes, compute B' = e(g, P}), C' =
C & Hy(e(Qi,S7)), and return CT; = (B',C")
as the re-encrypted ciphertext to A; otherwise

return L.
— Otherwise: Algorithm B first constructs the

condition key ck; ., as in the condition key

ckiw = (g

4. Pick § & {0,1} and o’ & {0,1}"*. TImplicitly define

* ubs*y*
Hi(ms, ', w') = % and Hi(e(g,g) =) = C" @
(ms||r")® Ha(e(g, gi)y*) (note that algorithm B knows
* ubs*y*
neither £- nor e(g, g) T ).
5. Return CT* = (A", B*,C*,D

phertext to adversary A.

*) as the challenged ci-

A

Note that by the construction given above, if let r* = %,

we can see that the challenged ciphertext CT™ has the same
distribution as the real one, since H2 and H4 act as random
oracles, and

AT = (g ) = (g =gt
B* = "V = (gw*)y*/“ = Pl
cr o= (

3

y* ubs
9)'7) @ Hilelg,g) 5 )
y* wuy—L_ ps*y¥T
= (mollr’ 19) @) @ Hale((g )w*,gb ) )
= (mslr') © Hz(e(g,9)" ) © Ha(e(Qi=, Hs(w", phi)" ),
D* = glerHs(A™,B".C >+a2)y _ (ga(ale(A*,B*,c*)+a2))y*/a

= (

3
=
>33
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Phase 2. Adversary A continues to issue the rest of queries
as in Phase 1, with the restrictions described in the Type II
IND-CPRE-CCA game. B responds to these queries as in
Phase 1.

queries, and then returns ReEncrypt(CT;, rk; ;, ck; .- )Guees. Eventually, adversary A outputs a guess ¢’ € {0,1}.

to A.
e Decryption query (pk;, (w',CT)) or (pk;, CT):
rithm B responds as follows:

1. Parse pk; as (P;, Q;). Recover the tuple (pk;, x;, c;)
from the K''. If ¢; = 1 (i.e., ski = x;), decrypt
CT using z; and return the resulting plaintext to
A.

2. Parse CT as CT = (A,B,C,D) or CT = (B,C).
When CT = (A, B,C, D), return L if Eq. (2) does
not hold.

3. Search lists HI** and H' to see whether there
exist tuples (m, ', w,r) € H* and (U, ) € HS*
such that

PiT = B7 U= e(gmg)rvw = U)/,
wa{ 20l ~C.

Algo-

ﬂ S (mHT/) @ H4(6(Qi7 H3(w7pkl))r) = Ca
If yes, return m to A. Otherwise, return L.

Challenge. When A decides that Phase 1 is over, it outputs
a target public key pk;+ = (Pi=,Q:+), a condition w* and
two equal-length messages mo, m1 € {0,1}°. Algorithm B
responds as follows:

1. Recover the tuple (w*, pki=, s*, S*, coin*) from the HL.
If coin®™ = 0, output “failure” and abort. Otherwise
(meaning that Hs(w*,pki=) = ¢** ), continue to exe-
cute the rest steps.

2. Recover the tuple (pki,z*,¢*) from the K's*,

3. Pick y* & Zy and C* & {0,1}oF 1. Define A* =

(gl/a)uy ,B= gw*y*,D* _ g(ale(A*,B*,C*Haz)y*.

Algorithm B randomly picks a tuple (V,~) from the list H}*",

and outputs V5 5" as the solution to the given 2-QBDH

instance.

Analysis. Similarly to the analysis in Lemma 1, it can be
seen that B’s advantage against the 2-QBDH problem is at
least

J > L( € _QH1(1+Qd)_Qre+Qd)
= qmy Ne(1 + qex) 2loth q ’

and B’s running time is bounded by

gl/a)y \

— (st(

t' < t+ (qu, + qHs + qHs + qHL + QHs + Gu + G + @ik + Gox + Gre + ¢

This completes the proof of Lemma 2. []

It CT=(A, B, £yt 20 + ok + Gorc + 2are + i1y e + 2411, ga + 3)te + (64
If CT=(B, C).



