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Abstract
Subgraph counting, which involves determining the frequency of a
query graph within a data graph, has numerous applications such as
query optimization, fraud detection, and evaluating the expressive-
ness of graph neural networks. Despite its importance, there has
been no systematic study on the impact of adversarial graph per-
turbations on subgraph counts. In this work, we examine the kSub
problem, which aims to identify 𝑘 edge additions that maximize
the count of a query graph. We prove that kSub is intractable due
to its NP-hardness, even for constant approximation. To address
this, we relax the problem into a top-𝑘 selection, termed topkSub.
Depending on the structure of the relaxed query graph, we distin-
guish two possible processing scenarios (namely, the connected and
the disconnected case), and design dedicated search space pruning
strategies for each scenario. Additionally, we develop sampling
techniques on the pruned search space to scale topkSub for han-
dling large graphs. In the form of a case study, we demonstrate
that topkSub effectively uncovers vulnerabilities in state-of-the-art
GNN models for subgraph counting, providing a significant advan-
tage over alternative graph perturbation methods. The efficiency
analysis shows that our pruning techniques achieve substantial
speedups for exact processing in both connected and disconnected
cases, while our sampling methods reduce estimation errors by 1-2
orders of magnitude compared to state-of-the-art samplers.
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1 Introduction
Graph perturbation analysis examines how structural changes, such
as the addition or removal of nodes/edges, may impact key prop-
erties, like clustering coefficient, network diameter and centrality.
That analysis provides insights into the resilience and efficiency of
different systems. Real-world applications include power grids [46],
where perturbation analysis helps prevent cascading failures and
optimize energy flow. In transportation networks [7], it assists in
managing disruptions and improving traffic flow. In knowledge
graphs [64], it enables auditing the robustness of outstanding facts,
helping avoid jumping to conclusions from incomplete context.
Additionally, perturbation analysis has become increasingly rel-
evant in studying the vulnerability of Graph Neural Networks
(GNNs) [61, 65, 73, 74]. Specifically, adversarial attacks [28, 51],
i.e., fake relationships in social networks, could be injected into the
training data graph and the GNN models could be fooled by the
topological changes from the adversarial perturbations. By analyz-
ing how changes in a network’s topology impact the accuracy of
GNN models, researchers can develop more robust defenses to se-
cure these models against manipulation and ensure their reliability
in real-world applications.

Subgraph counting, the problem of enumerating isomorphic in-
stances of a query graph 𝑄 within a data graph 𝐺 [27, 30, 41, 62],
is foundational to numerous applications. It plays a critical role in
cardinality estimation for query optimization [43, 49, 67], where
accurate subgraph counts directly influence the selection of effi-
cient query execution plans. In fraud detection, recurring subgraph
patterns may serve as indicators of anomalous behavior in financial
transactions or social networks [20, 68]. Additionally, subgraph
counting is a key tool for assessing the learning capabilities of
GNNs, as their capacity to identify and distinguish substructures
reflects the models’ overall expressiveness [29, 63, 66, 71].

Despite the broad relevance of this problem, little attention has
been paid to understanding how structural perturbations affect sub-
graph counts. Analyzing these perturbations can offer valuable in-
sights across several domains. In query optimization, the query plan
selection is highly relevant to cardinality estimators [26, 37]. These
adversarial perturbations could reveal sensitivity of the estimators
and their influence on query plan selection. In fraud detection, pat-
tern counts serve as input features for downstream classifiers [4, 50].
Therefore, perturbation analysis can help assess the robustness of
significant subgraph patterns, determining how changes in network
structure (e.g., potential undocumented/unregulated fund transfers)
impact pattern counts and, consequently, the performance of clas-
sifiers. Finally, graph perturbations can be employed as adversarial
attacks to systematically evaluate GNN expressiveness [61, 65, 74],
by measuring the accuracy of predicted subgraph counts in the
presence of network perturbations in the training data.
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In this paper, we study graph perturbation in the context of
subgraph counting. To our knowledge, this is the first work on per-
turbation analysis in that context. As an initial focus, we consider
the most common form of perturbation, i.e., edge additions [6, 10],
as adversarial attacks. In particular, we study the kSub problem to
identify 𝑘 edge additions to the data graph 𝐺 that maximize the
number of instances of the query graph𝑄 in𝐺 . We show that kSub
is not only NP-hard, but also does not have a polynomial-time con-
stant approximation, through a reduction from MAX-CLIQUE [21].
Due to the hardness result of kSub, we relax it to the topkSub prob-
lem, where we find the top-𝑘 edge additions that match a specific
edge 𝑒𝑄 of the query graph 𝑄 , such that the number of instances
of 𝑄 in 𝐺 is maximized.

A naïve approach for topkSub enumerates all possible edge
additions and calculates their respective perturbation value (i.e.,
the number of new instances of 𝑄 they induce in 𝐺). This becomes
impractical for large graphs due to the vast search space of𝑂 ( |𝑉𝐺 |2)
possible edge additions. To avoid exhaustive search, an alternative
is to find all instances of a relaxed query graph𝑄∗ = 𝑄 \𝑒𝑄 and then
exclude all instances of 𝑄 to determine the perturbation value for
each candidate edge addition. While this method solves topkSub, it
performs redundant instance enumerations, because every instance
of 𝑄 is also an instance of 𝑄∗. Additionally, the instances of 𝑄∗
can be significantly more than those of 𝑄 , which exacerbates the
inefficiency of that approach.

To address these challenges, we propose optimizations for both
connected and disconnected relaxed queries. For connected relaxed
queries, we reduce redundant computations by jointly enumerating
instances of 𝑄 and 𝑄∗, and use a novel look-ahead technique for
early termination when no valid edge addition can match 𝑒𝑄 . For
disconnected relaxed queries, we apply the inclusion-exclusion prin-
ciple to prune the large search space of 𝑂 ( |𝑉𝐺 |2) possible edge ad-
ditions. Furthermore, we design efficient samplers over the pruned
search space for the connected and for the disconnected case, tai-
lored at large graphs where our exact techniques may be expensive.

Our technical contributions are summarized as follows:
• To our best knowledge, this is the first study on graph perturba-
tion for subgraph counting. We show that the combinatorial prob-
lem (kSub) of selecting 𝑘 concurrent edge additions is intractable,
thereby relaxing it to a top-𝑘 selection problem (topkSub).
• We categorize the relaxed queries 𝑄∗ into two distinct cases, i.e.,
connected and disconnected.We design optimizations tailored for
each case to effectively prune the enumeration space. Moreover,
we introduce effective samplers to scale topkSub for large graphs.
• We carefully design and implement baselines using state-of-the-
art exact and sampling solutions for subgraph counting. We
demonstrate that our advanced enumeration approaches signif-
icantly outperform the exact baselines. On the other hand, our
sampling strategies achieve 1-2 orders of magnitude lower ap-
proximation error compared to the baseline samplers, all within
the same 10-minute budget.
• We further conduct an application study to assess the robust-
ness of GNNs built specifically for subgraph counting, using our
perturbation analysis. The study shows that our methods can
uncover strong adversarial attacks on GNNs, amplifying their
prediction errors by multiple orders of magnitude.

2 Preliminaries
An undirected graph is denoted as 𝑔 = (𝑉𝑔, 𝐸𝑔, 𝐿𝑔), where𝑉𝑔 and 𝐸𝑔
are the vertex set and the edge set, respectively. Function 𝐿𝑔 maps
each vertex 𝑣 ∈ 𝑉𝑔 to its label 𝐿𝑔 (𝑣). In this work, we focus on undi-
rected vertex-labeled graphs, but the proposed techniques general-
ize to handling edge labels as well as directed graphs. For a vertex 𝑣 ,
𝑁 (𝑣) denotes the set of neighbors of 𝑣 . Consider a connected query
graph 𝑄 = (𝑉𝑄 , 𝐸𝑄 , 𝐿𝑄 ) and a data graph 𝐺 = (𝑉𝐺 , 𝐸𝐺 , 𝐿𝐺 ). We
refer to the vertices and edges of 𝑄 as query vertices/edges, and to
those of 𝐺 as data vertices/edges. Next, we introduce key concepts
for subgraph counting.

Definition 2.1 (Subgraph Matching). If a subgraph 𝑔 of 𝐺 is iso-
morphic to a graph 𝑄 , then 𝑔 is an instance of 𝑄 in 𝐺 .

Definition 2.2 (Matching Order). Given a query graph𝑄 , a match-
ing order 𝜑 is a query vertex sequence used for iterative vertex
matching of data graph instances. We use 𝜑 [𝑖] to denote the 𝑖th
query vertex to be matched, and 𝜑 (𝑢) to denote the order of 𝑢 in 𝜑 .

Definition 2.3 (Partial / Full Instances). A partial instance𝑀 (of
𝑄 in 𝐺) is a sequence of |𝑀 | < |𝜑 | specific data vertices that match
(in terms of vertex labels and connectivity) the query 𝑄 up to the
|𝑀 |-th position in the matching order 𝜑 . If |𝑀 | = |𝜑 |, 𝑀 is a (full)
instance. For a query vertex 𝑢, we use 𝑀 (𝑢) to denote the data
vertex in 𝑀 that 𝑢 maps to (i.e., the |𝜑 (𝑢) |-th data vertex in 𝑀).
M(𝑄,𝐺) denotes the set of all (full) instances of 𝑄 in 𝐺 . We drop
𝐺 and useM(𝑄) when the context is clear.

Definition 2.4 (Backward/Forward Neighbor). Given a matching
order 𝜑 , the backward neighbors 𝑁𝜑

< (𝑢) of a query vertex 𝑢 are
the neighbors of 𝑢 in 𝑄 that appear before 𝑢 in 𝜑 . On the contrary,
the forward neighbors 𝑁𝜑

> (𝑢) of 𝑢 are the neighbors of 𝑢 in 𝑄 that
appear after 𝑢 in 𝜑 .

Definition 2.5 (Candidate Sets and Candidate Graph). For each
query vertex 𝑢, the global candidate set 𝐶 (𝑢) is the set of data
vertices 𝑣 that have the same label, i.e., 𝐿𝐺 (𝑣) = 𝐿𝑄 (𝑢). Given a
query edge 𝑒𝑄 = (𝑢,𝑢′) and a candidate vertex 𝑣 ∈ 𝐶 (𝑢), the set
𝐶 (𝑢′ |𝑢, 𝑣) represents the neighbors of 𝑣 in 𝐶 (𝑢′). In other words,
𝐶 (𝑢′ |𝑢, 𝑣) includes all the candidate matches of 𝑢′ in the data graph
with respect to query edge 𝑒𝑄 = (𝑢,𝑢′) when data vertex 𝑣 plays
the role of 𝑢. We use 𝐶 (𝑄,𝐺) to represent the candidate graph of
𝑄 in 𝐺 . It contains the global candidate sets for all 𝑢 ∈ 𝑉𝑄 as well
as any data edge (𝑣, 𝑣 ′) that matches a query edge 𝑒𝑄 = (𝑢,𝑢′), i.e.,
𝐿𝐺 (𝑣) = 𝐿𝑄 (𝑢) and 𝐿𝐺 (𝑣 ′) = 𝐿𝑄 (𝑢′).

Definition 2.5 is a simplified version of the candidate graph to
streamline our explanation. Candidate graph construction is orthog-
onal to the techniques proposed in this work. In our implementation,
we use state-of-the-art methods to construct candidate graphs to ef-
fectively prune candidates from the candidate graph [5, 9, 25, 52, 67].

Example 2.6. Figure 1 presents a running example of a query
graph 𝑄 and a data graph 𝐺 . Assume that the matching order is
𝜑 = (𝑢4, 𝑢1, 𝑢3, 𝑢2, 𝑢5, 𝑢6), the backward neighbors of𝑢3 are {𝑢1, 𝑢4}
since they come before 𝑢3 in 𝜑 and are neighbors of 𝑢3 in 𝑄 . To
derive the candidate graph 𝐶 (𝑄,𝐺), we first construct a global
candidate set 𝐶 (𝑢) for each query vertex. For instance, 𝐶 (𝑢1) =
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Figure 1: Example of 𝑄 , 𝐺 , and 𝐶 (𝑄,𝐺).

{𝑣1, 𝑣2, 𝑣3, 𝑣9, 𝑣16} as ∀𝑣 ∈ 𝐶 (𝑢1), 𝐿𝐺 (𝑣) = 𝐿𝑄 (𝑢1) = 𝐴. Next, for ev-
ery query edge 𝑒𝑄 = (𝑢,𝑢′) (e.g., edge (𝑢1, 𝑢3)), we link those mem-
bers of𝐶 (𝑢) and𝐶 (𝑢′) that are adjacent in the data graph (e.g., the
data edge between 𝑣1 ∈ 𝐶 (𝑢1) and 𝑣5 ∈ 𝐶 (𝑢3) is retained in the can-
didate graph). The instances of𝑄 in𝐺 can be retrieved by traversing
𝐶 (𝑄,𝐺) according to 𝜑 (e.g., using depth-first search); discovered
partial instances are incrementally expanded and, if they success-
fully reach length |𝜑 |, are reported/added to setM(𝑄,𝐺). In our
example,M(𝑄,𝐺) = {{(𝑢4, 𝑣6), (𝑢1, 𝑣3), (𝑢3, 𝑣7), (𝑢2, 𝑣8), (𝑢5, 𝑣9),
(𝑢6, 𝑣10)}, {(𝑢4, 𝑣6), (𝑢1, 𝑣3), (𝑢3, 𝑣7), (𝑢2, 𝑣8), (𝑢5, 𝑣9), (𝑢6, 𝑣11)},
{(𝑢4, 𝑣8), (𝑢1, 𝑣3), (𝑢3, 𝑣7), (𝑢2, 𝑣6), (𝑢5, 𝑣16), (𝑢6, 𝑣15)}, {(𝑢4, 𝑣6),
(𝑢1, 𝑣9), (𝑢3, 𝑣5), (𝑢2, 𝑣12), (𝑢5, 𝑣3), (𝑢6, 𝑣14)}}.

3 Perturbation Analysis for Subgraph Counting
In this paper, we focus on edge additions [6, 10] for perturbation
analysis. Specifically, we aim to identify perturbations of 𝑘 edge
additions to the data graph 𝐺 that maximize the count of sub-
graph instances for the query graph 𝑄 . We leave other forms of
perturbation as future work. We formally define the problem of
𝑘-Perturbation for Subgraph Counting (kSub) as follows.
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Figure 2: kSub instance corresponding to MC problem on 𝑔.

Definition 3.1 (kSub). Given a data graph 𝐺 and a query graph
𝑄 , find a set of 𝑘 edge additions for 𝐺 as Δ𝐸 = {Δ𝑒1, · · · ,Δ𝑒𝑘 }
to maximize the perturbation value |ΔM(Δ𝐸) |, where ΔM(Δ𝐸) =
M(𝑄,𝐺 ∪ Δ𝐸) \ M(𝑄,𝐺) is the set of new instances after adding
Δ𝐸 to the data graph 𝐺 .

Theorem 3.2. The kSub problem is NP-hard.

Proof. We demonstrate the NP-hardness of the kSub problem
through a polynomial-time reduction from the NP-hard MAX-
CLIQUE (MC) problem [21]. Given a graph 𝑔 with 𝑛 vertices, MC
identifies the subset S of 𝑔’s vertices with maximum cardinality,
such that every pair of vertices in S are adjacent. From an instance
of MC on 𝑔, we shall formulate the corresponding instance of kSub,
starting with the construction of the query graph 𝑄 and the data
graph𝐺 . We will use the 4-vertex graph 𝑔 in Figure 2 as an example.

First, we construct𝑄 . For each 𝑣𝑖 ∈ 𝑉𝑔 , we create a pair of nodes
𝑢2𝑖 and𝑢2𝑖+1 with label𝐴𝑖 (where𝐴𝑖 ≠ 𝐴 𝑗 ,∀𝑗 ≠ 𝑖). Then, we create
a center node𝑢2𝑛 with label 𝐵. For each pair𝑢2𝑖 , 𝑢2𝑖+1, we add edges
(𝑢2𝑖 , 𝑢2𝑖+1), (𝑢2𝑖 , 𝑢2𝑛) and (𝑢2𝑖+1, 𝑢2𝑛). That is, every 𝑢2𝑖 , 𝑢2𝑖+1 pair
forms a triangle with the center node 𝑢2𝑛 .

Next, we construct𝐺 . It contains𝑛 components, i.e.,𝐺 = ∪0≤𝑖<𝑛𝐺𝑖

where each𝐺𝑖 corresponds to 𝑣𝑖 of 𝑔. First, we create 𝑛 center nodes
with label 𝐵, denoted as 𝑏1, 𝑏2, · · · , 𝑏𝑛 , which are shared among all
𝐺𝑖 components. Then, for each 𝐺𝑖 , we create 2 pairs of nodes with
label 𝐴𝑖 denoted as [𝑎4𝑖 , 𝑎4𝑖+1] and [𝑎4𝑖+2, 𝑎4𝑖+3]. Next, we build
wedges for these two pairs. Specifically, we add edges (𝑎4𝑖 , 𝑏 𝑗 ),
(𝑎4𝑖+1, 𝑏 𝑗 ) to 𝐺𝑖 , where 𝑗 ∈ {𝑥 |𝑣𝑥 ∈ 𝑁 (𝑣𝑖 ) or 𝑥 = 𝑖}. Similarly, we
add (𝑎4𝑖+2, 𝑏𝑝 ) and (𝑎4𝑖+3, 𝑏𝑝 ) to 𝐺𝑖 , where 𝑝 ∈ {𝑥 | 𝑥 ≠ 𝑖}. The
complexity of edge construction is 𝑂 (𝑛2). Combining the construc-
tion of 𝑄 and𝐺 yields a time complexity𝑂 (𝑛2) indicating that this
is a polynomial-time reduction.

We will show that solving kSub on 𝑄 and 𝐺 for 𝑘 = 𝑛 is equiva-
lent to solving MC on 𝑔. In order for at least one matching instance
of 𝑄 to exist in 𝐺 , there should be at least one triangle in every 𝐺𝑖 .
Since 𝑘 = 𝑛, this implies that exactly one edge should be added to
each 𝐺𝑖 . Let 𝐵𝑖 denote the set of label-𝐵 nodes that participate in
a triangle in 𝐺𝑖 after the edge addition. The number of matching
instances of𝑄 in the (updated)𝐺 is |⋂0≤ 𝑗<𝑛 𝐵 𝑗 |, which kSub aims
to maximize. A crucial deduction is that the edge added in𝐺𝑖 should
be either (𝑎4𝑖 , 𝑎4𝑖+1) or (𝑎4𝑖+2, 𝑎4𝑖+3) (because the set 𝐵𝑖 induced in
either of these cases is a strict superset of the 𝐵𝑖 induced if we link
one member of [𝑎4𝑖 , 𝑎4𝑖+1] with one member of [𝑎4𝑖+2, 𝑎4𝑖+3]).

To complete the proof, we show that every possible clique S
in 𝑔 has a one-to-one correspondence with a set of 𝑘 = 𝑛 viable
edge additions in 𝐺 , and that |S| = |⋂0≤ 𝑗<𝑛 𝐵 𝑗 | after these ad-
ditions. Since kSub maximizes |⋂0≤ 𝑗<𝑛 𝐵 𝑗 |, it also identifies the
maximum clique. Specifically, a given clique S corresponds to (I)
adding edge (𝑎4𝑖 , 𝑎4𝑖+1) to each 𝐺𝑖 where 𝑣𝑖 ∈ S, and (II) adding
edge (𝑎4𝑖+2, 𝑎4𝑖+3) to each 𝐺𝑖 where 𝑣𝑖 ∉ S. In the (I) case, label-𝐵
node 𝑏𝑖 will definitely be in

⋂
0≤ 𝑗<𝑛 𝐵 𝑗 , because it is in 𝐵𝑖 and also

in every 𝐵 𝑗 for 𝑗 ≠ 𝑖 (if 𝑣 𝑗 ∉ S, edge (𝑎4𝑗+2, 𝑎4𝑗+3) forms a triangle
with 𝑏𝑖 , and if 𝑣 𝑗 ∈ S then 𝑣𝑖 ∈ 𝑁 (𝑣 𝑗 ) and thus edge (𝑎4𝑗 , 𝑎4𝑗+1)
forms a triangle with 𝑏𝑖 ). In the (II) case, label-𝐵 node 𝑏𝑖 is not in
𝐵𝑖 and hence not in

⋂
0≤ 𝑗<𝑛 𝐵 𝑗 . In other words, 𝑏𝑖 ∈

⋂
0≤ 𝑗<𝑛 𝐵 𝑗 iff

𝑣𝑖 ∈ S and |S| = |⋂0≤ 𝑗<𝑛 𝐵 𝑗 |. □

Furthermore, given the inapproximability of MC [72], kSub in
our reduction asserts that:
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Corollary 3.3. The kSub problem does not have a polynomial-

time (𝑛1−𝜖 )-approximation, for any 𝜖 > 0, unless P = NP.

The hardness of kSub is mainly due to the combinatorial nature
of selecting 𝑘 edges for addition to 𝐺 , out of 𝑂

( ( |𝑉𝐺 |2
𝑘

) )
possible

perturbations. Furthermore, each added edge can be matched to
multiple query edges in multiple matching instances. As such, we
relax the problem by investigating a given query edge 𝑒𝑄 ∈ 𝐸𝑄 and
find the top-𝑘 edge additions that match 𝑒𝑄 and induce the largest
number of new instances of𝑄 in𝐺 . One could investigate all query
edges in 𝐸𝑄 in isolation, and use the aggregated top-𝑘 results as a
heuristic solution for kSub. We formally introduce the problem of
top-𝑘-Perturbation for Subgraph Counting (topkSub) as follows.

Definition 3.4 (topkSub). Given a data graph 𝐺 , a query graph
𝑄 , and a query edge 𝑒𝑄 ∈ 𝐸𝑄 , find the top-𝑘 edge additions for
𝐺 as Δ𝐸 = {Δ𝑒1, · · · ,Δ𝑒𝑘 } such that |ΔM(Δ𝑒∗) | ≥ |ΔM(Δ𝑒) |,
where edges Δ𝑒∗ ∈ Δ𝐸 and Δ𝑒 ∉ Δ𝐸 are both matched to 𝑒𝑄 for all
instances in ΔM(Δ𝑒∗) and ΔM(Δ𝑒), respectively.

Solution Overview. Solving topkSub remains extremely chal-
lenging. A naïve approach would be to compute the perturbation
value |ΔM(Δ𝑒) | for every possible edge addition Δ𝑒 . However, this
is impractical due to the vast search space of 𝑂 ( |𝑉𝐺 |2) potential
edge additions. To avoid an exhaustive search, we observe that for
any edge addition Δ𝑒 , |ΔM(Δ𝑒) | can be quantified by counting the
number of instances inM(𝑄∗) =M(𝑄∗,𝐺) that do not appear in
M(𝑄) =M(𝑄,𝐺), where 𝑄∗ = 𝑄 \ 𝑒𝑄 is called the relaxed query
graph. These instances of 𝑄∗ are missing only Δ𝑒 to complete the
match with 𝑒𝑄 and form full instances of𝑄 . Hence, a viable strategy
is to use a subgraph matching technique to computeM(𝑄∗) and
M(𝑄). Then, by scanning through all instances inM(𝑄∗) \M(𝑄),
the top-𝑘 edge additions with the highest perturbation values can
be identified. We call this improved strategy RelaxEnum.

On the downside, RelaxEnum results in redundant enumeration,
because every instance of 𝑄 is also an instance of 𝑄∗. Furthermore,
the number of instances of𝑄∗ can be substantially larger than those
of 𝑄 , making the enumeration process inefficient. In the following,
we examine two types of relaxed queries and propose optimizations
to reduce unnecessary enumerations. In particular, Section 5 fo-
cuses on the case where 𝑄∗ is connected, while Section 6 addresses
the scenario where 𝑄∗ is disconnected. To aid our discussion, we
establish a convention for labeling the vertices of edge 𝑒𝑄 .

Definition 3.5 (Head/Tail Vertex). Given an edge 𝑒𝑄 = (𝑢ℎ, 𝑢𝑡 ) to
be removed from 𝑄 to form 𝑄∗, we assume that 𝑢ℎ (head vertex)
precedes𝑢𝑡 (tail vertex) in the matching order𝜑 , i.e.,𝜑 (𝑢ℎ) < 𝜑 (𝑢𝑡 ).

4 Related Work
SubgraphCounting.As subgraph counting evolved over the years,
a multitude of algorithms and methods were developed that address
the problem in different ways and for distinct purposes, categorized
into exact and approximate. Many pioneering studies [27, 30, 41, 62]
count the exact frequency of a subgraph within a data graph by
backtracking enumeration. For approximate counting, there are
three general approaches. Analytics-based methods [3, 42, 45, 48]
compute and aggregate the counts of small queries to estimate the
count of a larger query. Sampling-based techniques [33, 39, 47, 49,

67] estimate the count by traversing only a sample of the possible
instances from the search space. Learning-based approaches [59,
71] utilize graph neural networks (GNNs) [24, 34, 57] to estimate
the count. To our best knowledge, this work provides the first
systematic perturbation analysis for subgraph counting, which
functions as an adversarial attack on approximation methods and
evaluates their robustness.
Subgraph Matching. Instead of just counting, subgraph match-
ing reports all the instances of the query graph in the data graph.
Current mainstream approaches [5, 25, 32, 52] follow the filter-

order-enumerate procedure. That is, they first filter vertices for each
candidate set to build a candidate graph. Then, they determine
the matching order by a cost model. Finally, they enumerate the
candidate graph using backtracking along the matching order to
obtain match instances. Meanwhile, there has been a line of study
on incremental subgraph matching by finding ΔM in response to
updates Δ𝐸 to 𝐺 by minimizing redundant enumeration [16–18].
More recently, subgraph matching has also been considered for dy-
namic data graphs, termed continuous subgraph matching (CSM).
Existing CSM approaches [38] model the query as a natural join of
all query edges and evaluate the changes incurred by the updates
based on the delta-rule [2, 36]. That is distinct from our problem,
since we seek to identify the perturbations that maximize the delta
match rather than applying a given set of graph updates.
Robustness and Graph Perturbation. Network robustness refers
to the ability of a network to remain functional when it is at-
tacked or partially damaged [8, 12, 13, 15, 19]. Common robustness
measures, be them connectivity-based [35, 56, 58] or spectrum-
based [11, 14, 54], evaluate how drastically the global properties
of the network are affected by graph perturbations (typically, re-
moval of edges or nodes [13, 14, 31]). On the other hand, edge
addition [8] or rewiring [12] are considered as a defense mecha-
nism to failures, aiming to preserve global network characteristics.
Other than robustness, perturbation has also been used for data pri-
vacy/protection [55], i.e., adding a noise graph (according to a prob-
ability distribution) to the data graph before its release/publishing.
All aforementioned studies of graph perturbation consider global
graph properties and assess the data graph in its entirety. Con-
versely, our problem regards a query-specific property rather than
the general characteristics of the data graph. Perturbation analysis
has also been studied to simulate adversarial attacks that deceive
GNNmodels and reveal their limitations [65, 73, 74]. Since subgraph
counting is a critical metric for evaluating the learning capacity
and expressiveness of GNNs [59, 69, 71], our proposed analysis
focuses on identifying specific graph perturbations that can effec-
tively identify weaknesses in the model’s ability to generalize and
accurately capture complex subgraph patterns.

5 Perturbation by Connected Relaxed Query
In this section, we address topkSub in the case where the relaxed
query 𝑄∗ = 𝑄 \ (𝑢ℎ, 𝑢𝑡 ) is connected. We first propose a technique
(JointEnum) to avoid the redundant enumeration of bothM(𝑄∗)
andM(𝑄) by focusing only on the difference setM(𝑄∗) \ M(𝑄).
Next, we present a strategy (LookAheadEnum) to further prune
the search space by introducing a look-ahead set that terminates
early the enumeration of partial instances incapable of forming a
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full instance inM(𝑄∗) \M(𝑄). Both types of pruning are effective
and lead to exact topkSub answers. However, for responsiveness in
large problem instances, we additionally propose a sampling tech-
nique that builds on the previous two and efficiently approximates
the solution to topkSub.
Joint Enumeration Process. We base the joint enumeration pro-
cess (JointEnum) on the existing depth-first search (DFS) paradigm
for subgraph matching [5, 25, 52]. For each matching position 𝑖 ,
DFS maintains a current partial instance𝑀 and identifies a set of
candidate data vertices 𝑆 that could match the next query vertex
𝑢, according to a predefined matching order 𝜑 . Set 𝑆 is formed by
intersecting the neighbors of already matched vertices with the
backward neighbors of 𝑢. JointEnum uses a common DFS tree for
bothM(𝑄∗) andM(𝑄), since their individual DFS trees would be
identical until the tail vertex 𝑢𝑡 needs to be matched. Importantly,
we exclude any matches where the data edge (𝑣ℎ, 𝑣𝑡 ) already exists
in 𝐺 . The reason is that common matches ofM(𝑄∗) andM(𝑄)
are useless for the retrieval of the difference setM(𝑄∗) \ M(𝑄).

Algorithm 1: Joint Enumeration (JointEnum)
Input: head vertex 𝑢ℎ , tail vertex 𝑢𝑡 , candidate graph𝐶 (𝑄∗,𝐺 ) , matching

order 𝜑 , matching position 𝑖 , current instance𝑀 .
Output: perturbation values |ΔM(Δ𝑒 ) | for any Δ𝑒 .

1 𝑢← 𝜑 [𝑖 ];
2 if 𝑖 = 0 then 𝑆 ← 𝐶 (𝑢 ) ;
3 if 𝑖 = |𝜑 | then
4 Δ𝑒 = (𝑀 (𝑢ℎ ), 𝑀 (𝑢𝑡 ) ) ;
5 |ΔM(Δ𝑒 ) |++;
6 return;
7 if 𝑢 = 𝑢𝑡 then 𝑆 ← ∩

𝑢′ ∈𝑁𝜑
< (𝑢)

𝐶 (𝑢 | 𝑢′, 𝑀 (𝑢′ ) ) \𝐶 (𝑢 | 𝑢ℎ, 𝑀 (𝑢ℎ ) ) ;
8 else 𝑆 ← ∩

𝑢′ ∈𝑁𝜑
< (𝑢)

𝐶 (𝑢 | 𝑢′, 𝑀 (𝑢′ ) ) ;
9 foreach 𝑣 ∈ 𝑆 do
10 if 𝑣 ∉ 𝑀 then
11 𝑀 ′ ← 𝑀 ∪ (𝑢, 𝑣) ;
12 JointEnum (𝑢ℎ , 𝑢𝑡 ,𝐶 (𝑄∗,𝐺 ) , 𝜑 , 𝑖 + 1,𝑀 ′);

JointEnum is detailed in Algorithm 1. We first generate the can-
didate graph for the connected relaxed query 𝐶 (𝑄∗,𝐺) and the
matching order 𝜑 , following the methods described in a recent
survey on subgraph matching [70]. The enumeration process be-
gins with the first query node 𝑢 = 𝜑 [0], initializing the set of data
vertices to be matched to 𝑢 as the global candidates 𝐶 (𝑢) from
the candidate graph. As elaborated previously, when matching the
tail vertex 𝑢𝑡 , we exclude from set 𝑆 all neighbors of data vertices
matched to the head vertex 𝑢ℎ to avoid redundant enumeration
(Line 7). We otherwise follow the standard DFS paradigm to deter-
mine set 𝑆 and to recursively traverse the search tree to discover
instances inM(𝑄∗) \ M(𝑄) (Lines 8-12). Once a full match𝑀 is
found, we increment the perturbation value |ΔM(Δ𝑒) | for the edge
Δ𝑒 = (𝑀 (𝑢ℎ), 𝑀 (𝑢𝑡 )). An example is presented in Appendix A.1 to
demonstrate JointEnum. By the end of the enumeration process, we
can identify the top-𝑘 edges with the highest perturbation values.
Look-Ahead Set. Although JointEnum avoids the redundant enu-
meration of instances of𝑄 , the remaining search space still contains
numerous partial instances inM(𝑄∗) \M(𝑄) to consider. To prune
partial instances, we introduce the look-ahead set for the tail ver-
tex 𝑢𝑡 , i.e., we proactively compute the candidate set for 𝑢𝑡 using
matched vertices in a partial instance 𝑀 and early terminate the
enumeration of 𝑀 once we find that the candidate set for 𝑢𝑡 is
empty. During the enumeration process, we maintain an up-to-date

look-ahead set 𝑆𝑡 to track the current candidates for the tail ver-
tex 𝑢𝑡 . When a data vertex 𝑣 is matched to a backward neighbor 𝑢
of 𝑢𝑡 , we proactively update the candidates for 𝑢𝑡 by refining the
look-ahead set to 𝑆𝑡 ∩𝐶 (𝑢𝑡 |𝑢, 𝑣). Similarly, when a data vertex 𝑣 is
matched to the head vertex 𝑢ℎ , we prune the candidates for 𝑢𝑡 by
updating the set to 𝑆𝑡 \𝐶 (𝑢𝑡 |𝑢ℎ, 𝑣). The updated look-ahead set is
recursively passed into the enumeration process. If at any point the
look-ahead set 𝑆𝑡 becomes empty, we terminate the current partial
match and backtrack in the enumeration.

Algorithm 2: Look Ahead Enumeration (LookAheadEnum)
Input: head vertex 𝑢ℎ , tail vertex 𝑢𝑡 , candidate graph𝐶 (𝑄∗,𝐺 ) , matching

order 𝜑 , matching position 𝑖 , current instance𝑀 , look-ahead set 𝑆𝑡 .
Output: perturbation values |ΔM(Δ𝑒 ) | for any Δ𝑒 .

1 𝑢← 𝜑 [𝑖 ];
2 if i = 0 then
3 𝑆 ←𝐶 (𝑢 ) ;
4 𝑆𝑡 ←𝐶 (𝑢𝑡 ) ;
5 if 𝑖 = |𝜑 | then
6 Δ𝑒 = (𝑀 (𝑢ℎ ), 𝑀 (𝑢𝑡 ) ) ;
7 |ΔM(Δ𝑒 ) |++;
8 return;
9 if 𝑢 = 𝑢𝑡 then 𝑆 ← 𝑆𝑡 ;

10 else 𝑆 ← ∩
𝑢′ ∈𝑁𝜑

< (𝑢)
𝐶
(
𝑢 | 𝑢′, 𝑀 (𝑢′ )

)
;

11 foreach 𝑣 ∈ 𝑆 do
12 if 𝑣 ∉ 𝑀 then
13 𝑀 ′ ← 𝑀 ∪ (𝑢, 𝑣) ;
14 if 𝑢 = 𝑢ℎ then
15 𝑆 ′𝑡 ← 𝑆𝑡 \𝐶 (𝑢𝑡 |𝑢ℎ, 𝑣) ;
16 else if 𝑢 ∈ 𝑁𝜑

< (𝑢𝑡 ) then
17 𝑆 ′𝑡 ← 𝑆𝑡 ∩𝐶 (𝑢𝑡 |𝑢, 𝑣) ;
18 if 𝑆 ′𝑡 ≠ ∅ then
19 LookAheadEnum (𝑢ℎ,𝑢𝑡 ,𝐶 (𝑄∗,𝐺 ), 𝜑, 𝑖 + 1, 𝑀 ′, 𝑆 ′𝑡 );

The enhanced enumeration process, termed LookAheadEnum, is
detailed in Algorithm 2. To begin, we initialize 𝑆 to the candidate set
of the first query vertex 𝑢 = 𝜑 [0], and the look-ahead set 𝑆𝑡 to the
(global) candidate set of 𝑢𝑡 . In Line 9, we skip the computation for
the candidate set 𝑆 of 𝑢𝑡 (unlike in Line 7 of Algorithm 1) because
the look-ahead set 𝑆𝑡 has already been computed before reaching𝑢𝑡 .
For each vertex 𝑣 matched to the current query vertex 𝑢, we not
only extend the partial match to𝑀′, but also update the look-ahead
set if 𝑢 = 𝑢ℎ or 𝑢 ∈ 𝑁𝜑

< (𝑢𝑡 ) (Lines 13-17). The enumeration process
proceeds with𝑀′ only if the updated look-ahead set is non-empty.

It is important to note that LookAheadEnum pushes forward the
computation of candidates for 𝑢𝑡 as the search progresses, whereas
JointEnum computes the candidates for 𝑢𝑡 only when the enumera-
tion reaches 𝑢𝑡 . This approach allows for early termination at the
cost of additional memory required to maintain the look-ahead
sets. However, the overhead of maintaining these look-ahead sets is
bounded by 𝑂 ( |𝜑 | · |𝑉𝐺 |). This is because the DFS paradigm main-
tains a single partial match𝑀 at any given time, with each matched
data vertex (up to |𝜑 | vertices) having a corresponding look-ahead
set. Each look-ahead set is limited by the size of the global candidate
set 𝐶 (𝑢𝑡 ) for the tail vertex, which is at most |𝑉𝐺 |.
Hybrid Sampling. Inspired by existing random walk (RW) sam-
pling approaches for subgraph counting [33, 39, 67], we draw RW
samples from the enumeration space that remains after LookA-
headEnum’s pruning, and estimate |ΔM(Δ𝑒) | for every valid edge
addition Δ𝑒 discovered through sampling. Specifically, instead of
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matching all candidate nodes in 𝑆 to the query node 𝑢 at match-
ing position 𝑖 (Lines 11-19 of LookAheadEnum), we randomly se-
lect a single node 𝑣 from 𝑆 to match 𝑢. Once a partial/full match
𝑀 is sampled, the perturbation value |ΔM(Δ𝑒) | is estimated as:
𝑋𝑀 = I {Δ𝑒 ∈ 𝑀} ·∏ |𝜑 |

𝑖=0 𝑑𝑖 , where I {Δ𝑒 ∈ 𝑀} is an indicator ran-
dom variable that equals 1 if𝑀 contains Δ𝑒 , and 𝑑𝑖 represents the
size of the candidate set 𝑆 at matching position 𝑖 while sampling𝑀 .

Theorem 5.1. 𝑋𝑀 is an unbiased estimator for |ΔM(Δ𝑒) | for any
perturbation Δ𝑒 , given that 𝑀 is a random walk sample from the

search space of LookAheadEnum.

Proof. We can decompose any instance 𝑀 ∈ M(𝑄∗) \ M(𝑄)
into two components𝑀1 and𝑀2, where𝑀1 is inM(𝑄∗𝑡 ) \M(𝑄𝑡 )
with 𝑄∗𝑡 = 𝑄𝑡 \ Δ𝑒 , and𝑀2 is an instance of 𝑄 \𝑄𝑡 , thereby:

|ΔM(Δ𝑒) | =
∑︁

𝑀∈M(𝑄∗ )\M(𝑄 )
I{Δ𝑒 ∈ 𝑀}

=
∑︁

𝑀1∈M(𝑄∗𝑡 )\M(𝑄𝑡 )
𝑀2∈M(𝑄\𝑄𝑡 )

I{Δ𝑒 ∈ 𝑀1} × I{𝑀1 ∪𝑀2 ∈ M(𝑄∗)}∏
𝑖 𝑑𝑖

∏
𝑖

𝑑𝑖

Since 1∏
𝑖 𝑑𝑖

is the sampling probability of instance 𝑀 = 𝑀1 ∪𝑀2,
the estimator is unbiased as it resembles the Horvitz-Thompson
(HT) estimator [33]. □

With finite samples, RW systematically underestimates because
complete subgraphs are rarely observed; the bias worsens as query
size grows [33, 67]. To address the underestimation issue, we pro-
pose a hybrid sampling approach that leverages both the accuracy
of enumeration and the efficiency of sampling. Specifically, we be-
gin by identifying the densest subgraph𝑄∗

𝐷
within the relaxed query

𝑄∗. The high density of𝑄∗
𝐷
suggests that enumerating its instances

can be highly efficient, as its edge constraints effectively prune in-
valid partial matches. Thus, we first enumerate all instances of 𝑄∗

𝐷
,

and subsequently sample the remaining nodes for the instances of
𝑄∗\𝑄∗

𝐷
. The hybrid estimator is unbiased because it combines exact

enumeration with inverse-probability weighting. We enumerate all
embeddings of the dense subgraph 𝑄∗

𝐷
exactly (no sampling error),

and for each enumerated prefix we sample the remaining vertices
of 𝑄∗ \ 𝑄∗

𝐷
by making uniform choices from the feasible candi-

date set at each step. Each sampled completion is then weighted
by the inverse of its sampling probability (HT estimator), so the
expected weighted count for each prefix equals its true number of
valid completions (including the candidate edge). Since every full
match extends exactly one enumerated prefix and all prefixes are
covered, summing these unbiased per-prefix estimates yields an
unbiased estimate overall. The Look-Ahead Set only prunes prefixes
with no feasible completion and thus does not change the inclusion
probability of any valid match.

6 Perturbation By Disconnected Relaxed Query
In this section, we address the case where the relaxed query 𝑄∗ =
𝑄 \ (𝑢ℎ, 𝑢𝑡 ) is disconnected. Since the removal of 𝑒𝑄 from 𝑄 ren-
ders 𝑄∗ disconnected, 𝑄∗ can be decomposed into two disjoint
components, 𝑄ℎ and 𝑄𝑡 , where 𝑢ℎ ∈ 𝑉𝑄ℎ

and 𝑢𝑡 ∈ 𝑉𝑄𝑡
. Although

JointEnum from Section 5 could still be used, a disconnected 𝑄∗

leads to a prohibitively large search space, i.e., the Cartesian product

of the individual search spaces for 𝑄ℎ and 𝑄𝑡 , and a total complex-
ity of 𝑂 (𝐶𝑜𝑠𝑡 (𝑄ℎ) ×𝐶𝑜𝑠𝑡 (𝑄𝑡 )), where 𝐶𝑜𝑠𝑡 (𝑔) represents the cost
of finding all instances of a query graph 𝑔 in 𝐺 .

To mitigate this overhead, we propose a more efficient enumera-
tion strategy, named ProbeEnum. We pick either of the component
graphs first, say 𝑄𝑡 , to enumerate and record all its instances (i.e.,
setM(𝑄𝑡 )). Next, we search for instances of𝑄ℎ in𝐺 , and for every
instance𝑀ℎ discovered as we go, we probe the stored instances of
𝑄𝑡 to identify matches𝑀𝑡 ∈ M(𝑄𝑡 ) such that𝑀ℎ ∪𝑀𝑡 forms an
instance of 𝑄∗. Since 𝑄∗ is disconnected, it suffices to verify that
𝑀ℎ and 𝑀𝑡 do not share any common data vertex. Once such an
instance𝑀ℎ ∪𝑀𝑡 is obtained, we increment the perturbation value
of Δ𝑒 = (𝑀ℎ (𝑢ℎ), 𝑀𝑡 (𝑢𝑡 )). After enumerating all instances of 𝑄∗,
we can exactly determine the top-𝑘 edge additions for topkSub.

ProbeEnum reduces complexity to 𝑂 (Cost(𝑄ℎ) + Cost(𝑄𝑡 ) +
|M(𝑄ℎ) | × |M(𝑄𝑡 ) |), as we enumerate the instances of𝑄ℎ and𝑄𝑡

only once. The 𝑂 ( |M(𝑄ℎ) | × |M(𝑄𝑡 ) |) term accounts for probing.
In the following, we first introduce an efficient pruning strategy
that uses the inclusion-exclusion principle to focus on enumerating
the most promising edge additions, thereby reducing the quadratic
probing costs. Next, for large graphs where exact processing is
expensive, we propose a weighted perturbation sampling add-on,
which prioritizes sampling more promising edge additions and then
employs the RW approach to estimate the perturbation values of
sampled edge additions so as to bypass the probing process.
Inclusion-Exclusion Enumeration.To reduce the quadratic prob-
ing cost, we apply the inclusion-exclusion principle to derive upper
and lower bounds for the perturbation value |ΔM(Δ𝑒) | of any
considered perturbation Δ𝑒 = (𝑣ℎ, 𝑣𝑡 ) that matches (𝑢ℎ, 𝑢𝑡 ). This
allows us to disregard edges whose upper bound is no greater than
any of the top-𝑘 lower bounds of valid perturbations found so far,
because such edges cannot be part of the topkSub result.

Let setM(𝑔|𝑣) represent all instances of a graph 𝑔 in 𝐺 that
contain the data vertex 𝑣 . We derive the inclusion upper bound
for any valid perturbation (𝑣ℎ, 𝑣𝑡 ) as 𝑈𝐵(𝑣ℎ, 𝑣𝑡 ) = |M(𝑄ℎ |𝑣ℎ) | ·
|M(𝑄𝑡 |𝑣𝑡 ) |. Furthermore, we derive the exclusion lower bound as:
𝐿𝐵(𝑣ℎ, 𝑣𝑡 ) = 𝑈𝐵(𝑣ℎ, 𝑣𝑡 ) −

∑
𝑣′∈𝑉𝐺 |M(𝑄ℎ |𝑣ℎ, 𝑣 ′) | · |M(𝑄𝑡 |𝑣𝑡 , 𝑣 ′) |,

whereM(𝑔|𝑣, 𝑣 ′) denotes the instances of a graph 𝑔 in 𝐺 that con-
tain both the data vertices 𝑣 and 𝑣 ′.

The upper bound𝑈𝐵(𝑣ℎ, 𝑣𝑡 ) represents the maximum possible
number of instances of 𝑄∗ = 𝑄ℎ ∪ 𝑄𝑡 for a given perturbation
(𝑣ℎ, 𝑣𝑡 ), assuming that there is no overlap (i.e., no common data ver-
tex) between any pair of 𝑄ℎ and 𝑄𝑡 instances. It is an upper bound
because the actual |ΔM(Δ𝑒) | value discounts pairs of overlapping
𝑄ℎ and 𝑄𝑡 instances, as they form invalid instances of 𝑄∗. On the
other hand, the lower bound 𝐿𝐵(𝑣ℎ, 𝑣𝑡 ) subtracts from𝑈𝐵(𝑣ℎ, 𝑣𝑡 )
an overestimate of the number of overlapping pairs (𝑄ℎ, 𝑄𝑡 ); to see
this, the term −∑𝑣′∈𝑉𝐺 |M(𝑄ℎ |𝑣ℎ, 𝑣 ′) | · |M(𝑄𝑡 |𝑣𝑡 , 𝑣 ′) | discounts
multiple times (instead of just once) a pair of 𝑄ℎ and 𝑄𝑡 instances
that share more than one vertices 𝑣 ′.

Based on the bounds, we devise the inclusion-exclusion enumera-
tion (IEEnum) for the topkSub problem with the following steps:
(1) We first compute |M(𝑄ℎ |𝑣ℎ) |, |M(𝑄𝑡 |𝑣𝑡 ) |, |M(𝑄ℎ |𝑣ℎ, 𝑣 ′) | and
|M(𝑄𝑡 |𝑣𝑡 , 𝑣 ′) | for all 𝑣ℎ ∈ 𝐶 (𝑢ℎ), 𝑣𝑡 ∈ 𝐶 (𝑢𝑡 ) and 𝑣 ′ ∈ 𝑉𝐺 ,
by enumerating all 𝑄ℎ and 𝑄𝑡 instances only once, and record
these counts in 4 hash tables for efficient look-up. Note that we
keep the counts rather than storing the actual instances.
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(2) We sort vertices 𝑣ℎ ∈ 𝐶 (𝑢ℎ) and 𝑣𝑡 ∈ 𝐶 (𝑢𝑡 ) on descending
|M(𝑄ℎ |𝑣ℎ) | and |M(𝑄𝑡 |𝑣𝑡 ) |, respectively. In a nested loop fash-
ion, we go down the two lists, forming a new (𝑣ℎ, 𝑣𝑡 ) pair in each
iteration. Assume that the outer loop corresponds to𝐶 (𝑢ℎ) and
the inner loop to 𝐶 (𝑢𝑡 ). Throughout the process, we maintain
the top-𝑘 lower bound values of pairs (i.e., valid perturbations)
seen so far. If 𝑈𝐵(𝑣ℎ, 𝑣𝑡 ) for the current pair is no greater than
any of the top-𝑘 lower bounds, the pair is ignored (and the inner
loop safely breaks, because any pairing of the current position
in the 𝐶 (𝑢ℎ) list with any position past 𝑣𝑡 in the 𝐶 (𝑢𝑡 ) list can
only have an even lower upper bound). Otherwise, we record
(𝑣ℎ, 𝑣𝑡 ) as a candidate perturbation, compute 𝐿𝐵(𝑣ℎ, 𝑣𝑡 ), and
update accordingly the top-𝑘 lower bounds.

(3) Finally, we enumerate all remaining candidate perturbations
Δ𝑒 to compute the actual |ΔM(Δ𝑒) | and report the top-𝑘 per-
turbations exactly.

Weighted Perturbation Sampling. Since 𝑄∗ is disconnected, we
can first uniformly sample an edge Δ𝑒 = (𝑣ℎ, 𝑣𝑡 ) from 𝐶 (𝑢ℎ) ×
𝐶 (𝑢𝑡 ), and then apply the sampling strategy from Section 5, as
the remaining query vertices are connected, effectively reducing
the sampling space. However, since the sampling space of (𝑢ℎ, 𝑢𝑡 )
is quadratic, i.e., |𝐶 (𝑢ℎ) | × |𝐶 (𝑢𝑡 ) |, a large number of samples is
required to capture the top-𝑘 perturbations. Furthermore, we must
account for the high variance associated with the RW estimator.

Based on our empirical analysis, we find that the upper bound val-
ues serve as good proxies for the true perturbation values, especially
for pruning candidates outside of the actual top-𝑘 perturbations
(see Section 7.3 for the empirical results). Therefore, we first draw
RW samples with respect to𝑄ℎ and𝑄𝑡 to estimate the |M(𝑄ℎ |𝑣ℎ) |
and |M(𝑄𝑡 |𝑣𝑡 ) | counts, respectively. Note that the estimators for
the statistics are unbiased. Next, we sample an edge Δ𝑒 = (𝑣ℎ, 𝑣𝑡 )
with a probability proportional to its upper bound value𝑈𝐵(𝑣ℎ, 𝑣𝑡 ).
Once (𝑣ℎ, 𝑣𝑡 ) is selected, we use RW samplers to complete an in-
stance 𝑀 of 𝑄∗ by sampling the remaining nodes. By adapting
Theorem 5.1, this allows us to develop an unbiased estimator for
|ΔM(Δ𝑒) | based on 𝑀 . After gathering enough samples, we can
accurately estimate the top-𝑘 perturbations for topkSub using the
law of large numbers.

7 Experiments
In this section, we present the empirical results of our perturbation
analysis for subgraph counting. The results (efficiency and accuracy)
of processing connected relaxed queries and disconnected relaxed
queries are discussed in Section 7.2 and Section 7.3, respectively.
Our application study assessing the robustness of a state-of-the-art
GNN model for subgraph counting is presented in Section 7.4.

7.1 Experiment Setup
Datasets.We employ 8 real datasets that are widely used in existing
subgraph counting studies [5, 9, 25, 52]. The characteristics of these
datasets are presented in Table 1. Among these datasets, there
are two labeled data graphs, i.e., Human and WordNet. For other
graphs, we follow the approach of previous studies [5, 9, 25, 52, 67]
to generate random vertex labels.
Query Generation. We follow the query generation process in [5,
9, 25, 52, 67] which randomly extracts subgraphs from the input

Table 1: The statistics of the datasets and queries.
Dataset |𝑉𝐺 | |𝐸𝐺 | |𝐿𝐺 | |𝑉𝑄∗ |=4 |𝑉𝑄∗ |=8 |𝑉𝑄∗ |=16
DBLP 317,080 1,049,866 15 0.16 0.12 0.04

YouTube 1,134,890 2,987,624 25 2.82 0.08 0.06
Orkut 3,072,441 117,185,083 150 0.17 0.12 0.11
EU2005 862,664 16,138,468 40 0.25 0.07 0.01
UK2002 18,520,486 298,113,762 200 0.16 0.13 0.09
Human 4,674 86,282 44 0.05 0.03 0.01
WordNet 76,853 120,399 5 3.29 0.06 0.05
Patents 3,774,768 16,518,947 20 0.89 0.09 0.21

data graph. We use query graphs of 4, 8, or 16 vertices. Each query
set contains 200 connected query graphs with the same number
of vertices. We process topkSub for each query edge across all
query graphs. The proportion of connected relaxed queries (CRQ)
and disconnected relaxed queries (DRQ) for all query sizes is also
presented in Table 1 as the relative ratio of DRQ to CRQ.We evaluate
the following methods for both types of relaxed queries.
ComparedMethods.We implemented all the exact methods using
the processing engine of the state-of-the-art continuous subgraph
enumeration framework, RapidFlow [53]. We built all the sampling
methods on top of the state-of-the-art sampling framework, G-
CARE [47]. The examined methods are the following:
• JointEnum is the joint enumeration method for CRQ.
• LookAheadEnum is the joint enumeration method with the
look-ahead set enhancement for CRQ.
• RWC is the RW estimator using samples on the enumeration
space of LookAheadEnum for CRQ.
• RWC-H is the hybrid method of combining LookAheadEnum
and RWC for CRQ.
• ProbeEnum is the probe enumeration method for DRQ.
• IEEnum is the pruning method using the inclusion and exclusion
principle for DRQ.
• RWD is the sampling method using uniform samples of Δ𝑒 ,
followed by RW sampling for DRQ.
• RWD-W is the weighted sampling method based on the esti-
mated upper bounds of Δ𝑒 , followed by RW sampling for DRQ.

Evaluation Metrics.We set the parameter 𝑘 to 5 by default. For
the exact enumeration methods, we report the ratio of queries
completed within 10 minutes, as well as the average running time
for the completed cases. To evaluate the accuracy of our sampling
strategies, we use q-error, a widely adopted metric in cardinality
estimation [44]. Given a true value 𝑑 and an estimate 𝑑 , the q-error
is defined as max

(
max(1, 𝑑)/max(1, 𝑑),max(1, 𝑑)/max(1, 𝑑)

)
.

Implementation.We conduct all experiments on a Linux server
with a 48-core CPU@3.45GHz and 256GB memory. We compiled
our code using GCC 8.4.0 with -O3 optimization.

7.2 Empirical Study on CRQ
Efficiency. For the exact methods for CRQ, we note that the effi-
ciency results are not affected by parameter 𝑘 , because these ap-
proaches anyway compute the perturbation values |ΔM(Δ𝑒) | for all
valid perturbationsΔ𝑒 , enumerating all instances inM(𝑄∗)\M(𝑄).
Figure 3 shows the ratio of CRQs that can be completed by the exact
methods within a 10-minute time frame. As expected, larger query
graphs result in a lower completion ratio, as the search space and
the number of set intersection operations increase. JointEnum per-
forms well on smaller queries, such as those with |𝑉𝑄∗ | = 4 and 8.
However, LookAheadEnum significantly outperforms JointEnum
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Table 2: Sampling errors of CRQ. Median and max q-errors (in brackets).
Query-4 Query-8 Query-16

Dataset RWC RWC-H Gain RWC RWC-H Gain RWC RWC-H Gain
DBLP 1.0 (1.3) 1.0 (1.1) �1× (1×) 1.3 (21.7) 1.1 (2.6) �1× (8×) 7.5 (274.9) 2.3 (42.3) �3× (6×)
Human 1.0 (61.3) 1.0 (2.3) �1× (26×) 1.2 (1.5) 1.1 (1.4) �1× (1×) 7.2 (20.6) 2.8 (6.5) �2× (3×)
EU2005 1.0 (6.7) 1.0 (2.5) �1× (2×) 8.3 (98.9) 1.5 (18.3) �5× (5×) 48.1 (414.3) 4.4 (43.8) �10× (9×)
UK2002 1.0 (1.2) 1.0 (1.1) �1× (1×) 1.5 (4.6) 1.1 (2.9) �1× (1×) 10.6 (731.2) 6.2 (57.9) �1× (12×)
Orkut 1.8 (207.1) 1.0 (1.2) �1× (173×) 37.6 (3 209.9) 4.1 (27.1) �9× (118×) 8.4 (660.3) 5.3 (48.2) �1× (13×)
Patents 1.0 (2.3) 1.0 (1.2) �1× (1×) 7.7 (216.8) 2.6 (25.7) �2× (8×) 17.9 (673.1) 3.7 (34.4) �4× (19×)
WordNet 1.0 (1.9) 1.0 (1.2) �1× (1×) 15.6 (646.5) 3.1 (23.4) �5× (27×) 159.1 (8 875.6) 9.2 (62.4) �17× (142×)
YouTube 1.0 (12.8) 1.0 (2.0) �1× (6×) 16.4 (785.3) 2.3 (60.8) �7× (12×) 79.3 (1 419.9) 12.5 (89.6) �6× (15×)

across all settings and datasets. In the particular case of 16-node
queries on Human, LookAheadEnum completes over three times

more queries on a 10-minute budget. This is attributed to LookA-
headEnum’s ability to prune many invalid partial matches using
the look-ahead set, especially in dense query and data graphs, like
the Human dataset.
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Figure 3: Completion ratio for CRQ.

Error Analysis.We select those CRQs that LookAheadEnum can
fully process in 10 minutes, and hence we know the exact topkSub
solutions for. To assess the accuracy of the sampling methods (RWC
and RWC-H), we measure the q-error for the 𝑘-th best perturbation
value, |ΔM(Δ𝑒) |, with 𝑘 set to 5 by default. Since RWC-H involves
an initial enumeration before sampling, we impose a 10-minute time
limit and compare the q-errors produced by both methods within
this time frame. The results are reported in Table 2. Overall, RWC-
H consistently outperforms RWC. For smaller queries (|𝑉𝑄∗ | = 4),
both methods yield highly accurate estimates. However, as the
query size grows to medium (|𝑉𝑄∗ | = 8), RWC-H maintains its
accuracy, while RWC’s error increases substantially. When the
number of query vertices reaches 16, RWC’s performance degrades
sharply, particularly in terms of maximum q-error, due to the larger
sampling space. By comparison, RWC-H achieves 1-2 orders of
magnitude lower approximation errors for the most challenging
CRQs, due to its ability to enumerate the densest parts of the graph
and increase the number of valid instance samples.
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Figure 4: Completion ratio for DRQ.

7.3 Empirical Study on DRQ
Efficiency. Figure 4 shows the ratio of DRQs that can be completed
by the exact methods within a 10-minute time frame. Regarding
ProbeEnum, in contrast to the CRQ results, it completes only 5%
of the DRQ queries with 4 query vertices in the WordNet dataset
within the time limit. Upon investigation, this poor performance
is due to the two specific cases for DRQ with 4 query vertices: (1)
|𝑉𝑄ℎ
| = 3 and |𝑉𝑄𝑡

| = 1, and (2) |𝑉𝑄ℎ
| = |𝑉𝑄𝑡

| = 2. The perturba-
tion space for both cases is extremely large in the WordNet dataset
because of the limited label constraints (only 5 labels in the data
graph). Therefore, ProbeEnum needs to probe a prohibitively large
number of perturbations to compute the top-𝑘 . As the number of
query vertices increases to 16, ProbeEnum’s performance deterio-
rates further, especially on the EU2005 dataset. On the other hand,
IEEnum significantly outperforms ProbeEnum in completion ratio.
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Figure 5: Number of excess candidates with varying 𝑘 .

Effectiveness of the Inclusion-Exclusion Bounds. To further
evaluate the pruning effectiveness of IEEnum, in Figure 5 we report
the number of excess candidates by varying 𝑘 from 50 to 5000. For a
given parameter 𝑘 , the excess candidates are those candidate per-
turbations that lie outside the true top-𝑘 set but cannot be pruned
by the bounds, thus requiring enumeration. For the smaller 𝑘 val-
ues (e.g., 𝑘 ≤ 200), the number of excess candidates is minuscule
and remains stable. Although the increase is more pronounced for
𝑘 > 200, it remains small with respect to the value of 𝑘 itself, even
for extreme cases, like 𝑘 = 5000. This demonstrates the effective-
ness of our bounds in filtering out invalid candidate perturbations,
ensuring that only a minimal number of excess candidates require
enumeration. We also provide the robustness study of IEEnum in
the Appendix A.2.
Error Analysis.We select the DRQs that IEEnum can fully process
in 10 minutes, and thus we know the exact solutions for. To assess
the accuracy of the sampling methods (RWD and RWD-W), we
measure the q-error for the 𝑘-th best perturbation value, |ΔM(Δ𝑒) |,
with 𝑘 set to 5 by default. Since RWD-W requires initial sampling
for upper bound estimations, we impose a 10-minute time limit and
compare the q-errors produced by both methods within this time
frame. The results are reported in Table 3.
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Table 3: Sampling errors of DRQ. Median and max q-errors (in brackets).
Query-4 Query-8 Query-16

Dataset RWD RWD-W Gain RWD RWD-W Gain RWD RWD-W Gain
DBLP 2.4 (3.0) 1.0 (1.0) �2× (3×) 53.1 (69.2) 1.1 (1.3) �49× (55×) 261.2 (573.4) 1.6 (2.7) �164× (214×)
Human 76.8 (108.1) 1.2 (2.9) �63× (37×) 42.8 (319.5) 1.0 (5.0) �42× (64×) 60.5 (648.3) 1.5 (5.7) �40× (114×)
EU2005 38.2 (45.3) 1.1 (1.3) �35× (35×) 159.5 (778.1) 1.6 (3.9) �102× (202×) 107.7 (879.6) 4.3 (23.5) �25× (38×)
UK2002 3.2 (37.3) 1.0 (1.1) �3× (33×) 78.4 (144.8) 1.2 (1.6) �67× (88×) 88.3 (988.2) 8.8 (127.3) �10× (8×)
Orkut 3.2 (51.0) 1.1 (1.2) �3× (42×) 3.3 (95.5) 1.1 (1.2) �3× (80×) 203.3 (7029.1) 4.2 (593.7) �48× (12×)
Patents 31.2 (63.8) 1.0 (1.1) �31× (57×) 3.5 (180.7) 1.3 (2.0) �4× (89×) 13 206 (89 674) 21.5 (98.4) �572× (911×)
WordNet 42.9 (132.5) 1.0 (1.1) �42× (123×) 348.7 (709.2) 1.5 (3.1) �237× (226×) 108.7 (672 547) 2.5 (7.0) �44× (96 348×)
YouTube 28.7 (41.2) 1.2 (1.5) �25× (28×) 30.9 (63.5) 1.3 (1.9) �23× (33×) 126.6 (7 128.0) 6.1 (140.9) �21× (51×)

7.4 Application Study
In this section, we present an actual use case of topkSub. Specif-
ically, our perturbation analysis offers a novel stress-test for the
robustness of GNN-based subgraph counting methods. As a con-
crete case, we use a state-of-the-art GNN method for subgraph
counting, termed LSS [71]. LSS employs query decomposition and
encodes the substructures using GNNs. It then applies active learn-
ing to aggregate the count estimates of the substructures, improving
the accuracy of predicting the overall count for a given query. We
demonstrate that when we perform the perturbations (edge addi-
tions) identified by our framework and train/apply LSS on the per-
turbed graph, the accuracy of LSS’ estimates declines dramatically.
Meanwhile, we also test LSS under alternative types of perturbation
(specifically edge addition) from the literature, and show that none
of them exposes the weaknesses topkSub uncovers. Overall, our
study suggests that topkSub provides a distinct and particularly
tough adversarial test for the robustness of GNN subgraph counting
methods (and potentially of GNN methods for different problems).
Attack Model. The attack model is illustrated in Figure 6. The left
part shows the standard application of LSS, comprising its training
on the original data graph 𝐺 (using its default hyper-parameter
setting) and the recording of q-error in its estimates for a given set
of queries. The right part applies the exact same process for LSS
(including identical data split for training, validation, testing) but
uses the perturbed version of 𝐺 . By comparing the q-error in the
original and in the perturbed case we may assess the robustness
of LSS to the perturbation. Clearly, the effectiveness of the process
depends on the chosen perturbation approach.

Original G Training Evaluation Compare Evaluation Perturbed GTraining

Figure 6: Workflow of robustness analysis for LSS.
Perturbation Approaches. We give each approach a budget of
𝑘 edge additions to 𝐺 . Random adds 𝑘 random edges that are not
already in 𝐸𝐺 . Gell [54] adds the 𝑘 edges that maximize the leading
eigenvalue of 𝐺 ’s adjacency matrix. Nettack [73] is a perturbation
strategy for adversarial attacks in GNNs. Nettack requires the spec-
ification of target vertices; we randomly choose 𝑘 nodes from 𝑉𝐺
and apply the top suggested perturbation for each. For topkSub,
we compute the top-𝑘 perturbations for each query edge, and from
their union, we apply those with the 𝑘 highest perturbation values.
Setup. We align with LSS’s own evaluation in [71], i.e., we use the
YouTube data graph, and try the same query sizes (i.e., 4, 8, 16, 24,
32). Query generation in the experiments of [71] is identical to ours.

We present LSS’s q-error for the original𝐺 and for each of the 4
perturbed versions, under the 𝑘 = 10 setting in Figure 7. We also
provide the q-error under other two different 𝑘 settings (20 and
50) in our technical report [1]. To distinguish overestimated from

underestimated cases, we display overestimated queries above the
reference value of 1 and underestimated queries below it. For small
query sizes (i.e., 4 and 8), LSS’s error is not significantly affected by
any perturbation approach. This is because the GNNs for modeling
the substructures in LSS are trained on the same data graph. As
a result, for small queries that do not require decomposition, the
GNNs can provide highly accurate estimates of the corresponding
queries on the same perturbed data graph. For large queries, how-
ever, LSS is strongly affected by our topkSub approach, even for
𝑘 = 10 edge additions, exhibiting a huge underestimation; topkSub
is the only perturbation approach with such a strong effect. The
reason behind topkSub’s effective attack is its very design to ap-
proximate kSub, i.e., although the top-𝑘 edges are chosen based on
their individual perturbation values, they also have a direct com-

bined effect in maximizing the overall subgraph count. On the other
hand, LSS cannot cope with the topkSub-induced combinatorial
increase in subgraph counts for large queries, due to its aggregation
of estimates for multiple, small substructures.
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Figure 7: Error of LSS for 𝑘 = 10 perturbations.

8 Conclusion
In this paper, we present a novel study on graph perturbation for
subgraph counting. We show that the combinatorial problem of
adding 𝑘 edges as perturbations (kSub) is NP-hard to approximate
within any constant factor. We therefore relax the problem to select-
ing the top-𝑘 edges (topkSub) and develop pruning and sampling
methods for both connected and disconnected relaxations, enabling
perturbation analysis on million-scale graphs and revealing vul-
nerabilities in state-of-the-art GNN-based subgraph counters. Fu-
ture work will explore other perturbation settings on graphs, such
as attributed graph queries [60], GPU-based subgraph enumera-
tion [22, 23] and cryptocurrency trading [40].
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A Appendix
A.1 Examples for DRQ and CRQ
We provide examples to demonstrate: (1) JointEnum and LookA-
headEnum for CRQ and (2) ProbeEnum and IEEnum for DRQ.

!!

!"

!#

C

A
!$ !%

!&

A C

B

E

(!!, "")

(!#, "#)

(!$, "%)

(!&, "!)

(!%, "&)

# = {!!, !#, !$, !%, !&, !"} ( !#|!!, "" = {"#, "&, "$, "'}
*( !! = {"!, "", "(, "#&}
*

*( !$|!!, ""
( !$|!#, "#∩

( !%|!!, "" *

( !&|!$, "%
( !&|!#, "#\ *

*( !"|!%, "'

Joint EnumerationRelaxed Query

∅

*
( !"|!%, "&

(!", "#))

(!%, "')

(!&, "!)

(!", "##)

(!%, "$)

(!&, "!)

(!", "#!)

*
( !"|!%, "$

Figure 8: Example of JointEnum.

Example A.1. Assuming the query and data graph in Figure 1,
and given the query edge (𝑢ℎ, 𝑢𝑡 ) = (𝑢3, 𝑢2), removing (𝑢ℎ, 𝑢𝑡 )
from 𝑄 results in a connected relaxed query 𝑄∗. The candidate
graph 𝐶 (𝑄∗,𝐺) is the same as 𝐶 (𝑄,𝐺) in Figure 1. The matching
order 𝜑 is (𝑢4, 𝑢1, 𝑢3, 𝑢5, 𝑢2, 𝑢6). Starting from the first query vertex
𝑢4 with 𝑆 = 𝐶 (𝑢4) = {𝑣4, 𝑣6, 𝑣8, 𝑣12}, Figure 8 shows a part of the
DFS tree, rooted at 𝑀 = {(𝑢4, 𝑣6)}. The next query vertex is 𝑢1
and the corresponding set 𝑆 is𝐶 (𝑢1 |𝑢4, 𝑣6) = {𝑣1, 𝑣2, 𝑣3, 𝑣9}. In DFS
fashion, we pick 𝑣1 from 𝑆 and update𝑀 to {(𝑢4, 𝑣6), (𝑢1, 𝑣1)}. Set 𝑆
for𝑢3 is𝐶 (𝑢3 |𝑢1, 𝑣1)∩𝐶 (𝑢3 |𝑢4, 𝑣6) = {𝑣5}, since 𝑁𝜑

< (𝑢3) = {𝑢1, 𝑢4}.

We thus append (𝑢3, 𝑣5) to𝑀 . Next, for𝑢5 we obtain 𝑆 = {𝑣2, 𝑣3, 𝑣9}
(note that 𝑣1 is excluded from 𝑆 because it has already been matched
to 𝑢1) and extend 𝑀 to (𝑢5, 𝑣2). Then, we compute 𝑆 for the tail
vertex 𝑢2 according to Line 7 in Algorithm 1, i.e., 𝑆 = 𝐶 (𝑢2 |𝑢1, 𝑣1) \
𝐶 (𝑢2 |𝑢3, 𝑣5) = {𝑣4}. Next, for 𝑢6 we get 𝑆 = 𝐶 (𝑢6 |𝑢5, 𝑣2) = ∅ so this
partial instance (i.e.,𝑀 = {(𝑢4, 𝑣6), (𝑢1, 𝑣1), (𝑢3, 𝑣5), (𝑢5, 𝑣2), (𝑢2, 𝑣4)})
cannot be extended to full. Therefore, we backtrack to 𝑢5 because
there are two unexplored candidates (𝑢5, 𝑣3) and (𝑢5, 𝑣9) which
branch out to new partial instances. (𝑢5, 𝑣3) eventually leads to a
full instance, and (𝑢5, 𝑣9) to two, for Δ𝑒 = (𝑣5, 𝑣4) in all three cases.
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Figure 9: Example of LookAheadEnum.
Example A.2. We demonstrate LookAheadEnum using the same

setup as Example A.1. Figure 9 presents part of the DFS tree, starting
from (𝑢4, 𝑣8). Initially, the look-ahead set of the tail vertex 𝑢2 is
𝑆2 = 𝐶 (𝑢2) = {𝑣4, 𝑣6, 𝑣8, 𝑣12}. Since 𝑆2 is non-empty, we extend
𝑀 by appending (𝑢1, 𝑣3) to it. The addition of (𝑢1, 𝑣3) updates the
look-ahead set to 𝑆2 = 𝑆2 ∩ 𝐶 (𝑢2 |𝑢1, 𝑣3) = {𝑣6, 𝑣8}, because 𝑢1
is a backward neighbor of the tail vertex 𝑢2. Since 𝑆2 ≠ ∅, and
𝑆 = 𝐶 (𝑢3 |𝑢1, 𝑣3) ∩ 𝐶 (𝑢3 |𝑢4, 𝑣8) = {𝑣7}, we expand 𝑀 by (𝑢3, 𝑣7).
After the addition of (𝑢3, 𝑣7), and since 𝑢3 is the head vertex, 𝑆2 is
updated to 𝑆2 \𝐶 (𝑢2 |𝑢3, 𝑣7) = ∅, which indicates that the current
partial instance 𝑀 = {(𝑢4, 𝑣8), (𝑢1, 𝑣3), (𝑢3, 𝑣7)} cannot lead to a
full instance. Therefore,𝑀 can be safely dismissed, despite the fact
that the candidate set 𝑆 for 𝑢5 (i.e., 𝐶 (𝑢5 |𝑢4, 𝑣8)) is non-empty.
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Figure 10: Example of ProbeEnum.

Example A.3. We exemplify ProbeEnum in Figure 10, for the
illustrated components 𝑄𝑡 and 𝑄ℎ of the relaxed query. We first
find all instances of 𝑄𝑡 in the data graph, i.e., setM(𝑄𝑡 ) shown
at the top of the figure. We then enumerate all the instances of
𝑄ℎ in the data graph to probe M(𝑄𝑡 ) with. The matching or-
der (for 𝑄ℎ in 𝐺) is 𝜑 = (𝑢3, 𝑢1, 𝑢2, 𝑢4). The candidates for the
first query vertex 𝑢3 are 𝐶 (𝑢3) = {𝑣5, 𝑣7}; we show the DFS trees
for either instantiation. Among the 4 instances of 𝑄ℎ , consider
𝑀ℎ = {(𝑢3, 𝑣5), (𝑢1, 𝑣9), (𝑢2, 𝑣6), (𝑢4, 𝑣12)}. When probingM(𝑄𝑡 )
with 𝑀ℎ we (I) ignore instances 𝑀𝑡 ∈ M(𝑄𝑡 ) that share ver-
tices with 𝑀ℎ (i.e., {(𝑢5, 𝑣9), (𝑢6, 𝑣10)} and {(𝑢5, 𝑣9), (𝑢6, 𝑣11)} due
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Table 4: Sampling errors of CRQ Query-16 with varying 𝑘 . The median and max q-errors (in brackets) are reported.
k=1 k=2 k=3 k=4

Dataset RWC RWC-H Gain RWC RWC-H Gain RWC RWC-H Gain RWC RWC-H Gain
DBLP 36.8 (165.8) 6.2 (24.4) �5x (6x) 40.7 (162.9) 7.9 (21.5) �5x (7x) 50.6 (192.6) 8.5 (26.4) �5x (7x) 39.5 (188.7) 7.8 (23.9) �5x (7x)
Human 7.9 (17.1) 2.4 (3.5) �3x (4x) 8.8 (18.2) 2.8 (3.7) �3x (4x) 9.2 (18.5) 3.2 (4.2) �2x (4x) 8.6 (20.9) 3.0 (4.6) �2x (4x)
EU2005 5.1 (337.6) 2.4 (23.9) �2x (14x) 6.9 (254.2) 2.2 (28.2) �3x (9x) 8.6 (265.2) 3.7 (26.6) �2x (9x) 11.3 (262.4) 3.9 (37.3) �2x (7x)
UK2002 18.8 (208.6) 5.5 (35.7) �3x (5x) 28.1 (241.4) 4.5 (29.2) �6x (8x) 31.8 (252.1) 5.3 (44.3) �6x (5x) 38.5 (296.0) 5.9 (36.8) �6x (8x)
Orkut 6.6 (875.9) 2.3 (54.9) �2x (15x) 7.8 (716.6) 3.1 (43.1) �2x (16x) 5.3 (711.7) 3.7 (38.8) �1x (18x) 9.7 (682.9) 4.2 (32.1) �2x (21x)
Patents 5.3 (665.8) 2.9 (27.6) �1x (24x) 5.9 (632.4) 3.5 (31.5) �1x (20x) 8.8 (612.5) 4.6 (47.8) �1x (12x) 14.5 (666.9) 3.3 (28.6) �4x (23x)
WordNet 132.2 (1751.6) 3.4 (43.2) �38x (40x) 130.6 (1478.0) 4.0 (49.3) �32x (29x) 131.1 (3996.5) 5.4 (83.1) �24x (48x) 135.7 (7614.0) 6.5 (54.3) �20x (140x)
YouTube 11.7 (336.2) 3.3 (41.8) �3x (8x) 18.4 (603.1) 4.1 (53.3) �4x (11x) 28.5 (681.8) 6.0 (76.8) �4x (8x) 51.3 (1119.7) 5.5 (85.8) �9x (13x)
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Figure 11: Average running time (in seconds) for IEEnum for DRQ Query-16 with varying 𝑘 .

Table 5: Sampling errors of DRQ Query-16 with varying 𝑘 . The median and max q-errors (in brackets) are reported.
k=1 k=2 k=3 k=4

Dataset RWD RWD-W Gain RWD RWD-W Gain RWD RWD-W Gain RWD RWD-W Gain
DBLP 250.8 (545.0) 1.4 (3.3) �179x (165x) 254.6 (545.4) 2.0 (4.6) �127x (118x) 256.5 (549.4) 2.7 (5.1) �95x (107x) 256.7 (567.7) 1.9 (4.8) �135x (118x)
Human 60.4 (635.2) 8.7 (14.0) �6x (45x) 60.3 (646.3) 3.6 (5.7) �16x (113x) 60.4 (643.9) 3.3 (5.7) �18x (112x) 60.4 (644.8) 3.1 (5.9) �19x (109x)
EU2005 87.8 (696.5) 3.4 (9.2) �25x (75x) 93.1 (879.6) 4.8 (10.6) �19x (82x) 101.7 (879.6) 5.1 (17.3) �19x (50x) 103.2 (879.6) 4.4 (19.1) �23x (46x)
UK2002 84.7 (904.7) 5.5 (108.0) �15x (8x) 89.9 (923.7) 6.8 (107.7) �13x (8x) 93.7 (932.2) 8.9 (107.6) �10x (8x) 91.8 (980.4) 9.3 (116.9) �9x (8x)
Orkut 119.5 (8583.3) 4.7 (347.4) �25x (24x) 149.0 (6545.5) 3.1 (319.7) �48x (20x) 2.8 (8660.4) 1.1 (334.4) �2x (25x) 195.5(6767.8) 2.7 (468.5) �72x (14x)
Patents 9488 (71165) 14.2 (44.3) �668x (1606x) 11016 (70490) 15.5 (41.1) �710x (1715x) 11275 (82478) 20.1 (99.3) �560x (830x) 12026 (74230) 19.5 (98.1) �616x (756x)
WordNet 15.9 (3622) 2.7 (4.8) �5x (754x) 36.1 (45318) 4.3 (6.8) �8x (6664x) 58.0 (81304) 3.9 (8.0) �14x (10163x) 80.2 (193018) 3.4 (6.6) �23x (29245x)
YouTube 83.3 (7634) 9.3 (215.3) �8x (35x) 113.7 (6951.0) 7.1 (189.6) �16x (36x) 127 (9078) 6.9 (77.5) �18x (117x) 116 (7037) 6.2 (107.4) �18x (65x)

to 𝑣9’s presence in𝑀ℎ) and (II) use each of the remaining instances
𝑀𝑡 ∈ M(𝑄𝑡 ) to derive an instance𝑀ℎ ∪𝑀𝑡 of 𝑄∗. For the specific
𝑀ℎ , this produces two instances of 𝑄∗ that increment by one the
perturbation values of edges (𝑣12, 𝑣3) and (𝑣12, 𝑣16), respectively.
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Figure 12: Example of IEEnum.
Example A.4. We demonstrate IEEnum in Figure 12, where𝑄∗ =

𝑄 \ (𝑢4, 𝑢5) and 𝑘 = 1. We first enumerate 𝑄∗’s two components
𝑄ℎ and 𝑄𝑡 in 𝐺 , and build hash tables for each of |M(𝑄ℎ |𝑣ℎ) |,
|M(𝑄𝑡 |𝑣𝑡 ) |, |M(𝑄ℎ |𝑣ℎ, 𝑣 ′) | and |M(𝑄𝑡 |𝑣𝑡 , 𝑣 ′) |, where 𝑣ℎ ∈ 𝐶 (𝑢4),
𝑣𝑡 ∈ 𝐶 (𝑢5) and 𝑣 ′ ∈ 𝑉𝐺 . Note that since 𝐴 is the only vertex label
that 𝑄ℎ and 𝑄𝑡 have in common, we need only consider vertices
𝑣 ′ where 𝐿𝐺 (𝑣 ′) = 𝐴. Another illustrated insight is that 𝐶 (𝑢5)
plays the role of 𝐶 (𝑢𝑡 ) but is also the set of vertices 𝑣 ′ where
𝐿𝐺 (𝑣 ′) = 𝐴, thus the coincidence of two columns in the hash
table for |M(𝑄𝑡 |𝑣𝑡 , 𝑣 ′) |. With hash tables built, we sort 𝐶 (𝑢ℎ) and
𝐶 (𝑢𝑡 ) by |M(𝑄ℎ |𝑣ℎ) | and |M(𝑄𝑡 |𝑣𝑡 ) |; in the interest of space, we
illustrate the sorted orders within the two hash tables at the top.
Our nested loop traversal first considers (𝑣6, 𝑣9) which is an in-
valid perturbation (since (𝑣6, 𝑣9) is already in 𝐸𝐺 ), thus moving
on to (𝑣6, 𝑣3). Edge (𝑣6, 𝑣3) is marked as a candidate perturbation

and 𝐿𝐵(𝑣6, 𝑣3) = 2 − 1 = 1 is recorded as the top-1 lower bound
so far. The next iteration considers (𝑣6, 𝑣16) with 𝑈𝐵(𝑣6, 𝑣16) =
𝐿𝐵(𝑣6, 𝑣16) = 2, becoming our second candidate perturbation and
updating the top-1 lower bound to 2. For the next pair, (𝑣8, 𝑣9), the
outer loop breaks directly because 𝑈𝐵(𝑣8, 𝑣9) = 2 does not exceed
the current top-1 lower bound. Upon exiting from the nested loop,
we evaluate (i.e., compute |ΔM(Δ𝑒) | for) candidates in decreasing
order of upper bound, with the lower bound as tie-breaker. I.e., we
evaluate (𝑣6, 𝑣16) before (𝑣6, 𝑣3), and because its perturbation value
is 2, we report it and terminate directly, without evaluating (𝑣6, 𝑣3),
since𝑈𝐵(𝑣6, 𝑣3) = 2 is no greater than |ΔM(Δ𝑒) | for Δ𝑒 = (𝑣6, 𝑣16).

A.2 Supplemental Materials for Experiments
Robustness Study for IEEnum. The pruning efficiency of IEEnum
is impacted by the 𝑘 highest lower bounds. To show the robustness
of IEEnum, we present the running time of IEEnum for different
𝑘 values in Figure 11. As 𝑘 increases, IEEnum evaluates more can-
didate perturbations, resulting in a longer running time. However,
this increase remains minimal due to the strong pruning rendered
by the inclusion-exclusion bounds.
Error Analysis for 16-node Queries.We report the q-error for
16-node CRQ queries across different datasets and various 𝑘 values
in Table 4. The results are consistent with the previous experiment,
with RWC-H remaining widely superior to RWC. For some cases
(e.g., the WordNet dataset), the advantage of RWC-H over RWC
becomes more pronounced for smaller 𝑘 values. This is because
smaller 𝑘 values lead to more delta instances |ΔM| associated with
the top-𝑘 perturbations, which makes it easier for RWC-H to cap-
ture these changes through its hybrid approach of enumeration
and sampling. Additionally, we report the q-error and DRQ queries
across different datasets and various 𝑘 values in Table 5 respectively.
We find that RWD-W maintains consistent gains over RWD.
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