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Singapore Management University

 Third university in Singapore
 Number of students:
 8000+ (UG)
 1800+ (PG)

 Schools:
 Business
 Economics
 Accountancy
 Law
 Social Science
 Computing
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Center for Research on Intelligent Software Engineering (RISE)
Elsevier JSS’21, Bibliometric Study

CSRankings, SE, June 2024
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Experience with AI4SE

IEEE Computer’09

FSE’06

KDD’07
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Experience with AI4SE

SANER’16

KDD’09 ICSE’10

Test oracle generation Intelligent issue trackers

Intelligent program repair - Facebook 
Engineers

Intelligent crowdsourced SE 

MSR’13

“History-driven 
program repair 

influence
our work, the overall 
pipeline is similar”
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Future Direction in AI4SE

History Challenges Vision

Roadmap I Roadmap II Call4Action

AI for Software Engineering

Towards Software Engineering 2.0
ICSE’23 Future of SE Talk
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“If you want to go far, go together” – African Proverb 
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Large Language Models (LLMs)
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LLM Can Greatly Help SE Tasks
IC

SM
E 

20
20

IC
SE

 2
02

4

Multi-LLM collaboration + data-centric innovation = 2x efficacy

Early work on LLM4SE, most cited paper of ICSME 2020
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LLMs Seem to Win for Many SE Scenarios

TOSEM 2024
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ICSE 2024

Multi-LLM Collaboration for Vulnerability Repairs

First work to propose multi-LLM collaboration for vulnerability 
repairs through analyses of multiple input sources
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Additional Inputs for Efficacy Boost
Previous solutions:

LLM

+
Tokens in 

Vulnerable Function
Fixed Function

Many other inputs have not been leveraged:

Vulnerability 
Type

CWE Description
Simple Vulnerable 
Code Examples

AST 
Parser

LLM
AST

• Abstract Syntax 
Tree

• CWE Knowledge

Vulnerability
Type

Detailed Analyses
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Research Questions

 How can we effectively leverage these 
additional inputs?

 How can we boost performance 
through multi-LLM collaboration?
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VulMaster: A State-of-the-Art Vulnerability Repair Method

Incorporate AST

Incorporate
CWE knowledge

Address
lengthy inputs

CodeT5GPT-3.5

Data-Centric 
Innovations

Multi-LLM 
Collaboration

2x Fixed 
Vulnerabilities

+

=
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VulMaster’s Overall Framework

Simple Vulnerable 
Code Examples

AST

partition
Code

Segments

Vulnerable Function

Vulnerability 
Type CWE Description

Step 1: Leverage Diverse Inputs

Step 2: Fill in Missing Data with Multi-LLM Collaboration

Fixed Examples

LLM (CodeT5) 
+ Data Fusion

Fixed 
Function

Step 3: Fuse Diverse Inputs

Detailed Analyses
Model Adaptation for AST

Multi-Task Learning

Additional Innovations

CWE Tree Exploration
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Results: Comparisons with SOTA

• VulMaster doubles the Exact Match (EM) 
score

• VulMaster consistently outperforms for 
vulnerabilities of different characteristics

Main Results

- long/short: the length of the code
- frequent/infrequent: the 
   vulnerability type frequencies
- top/less risky: top 10 most    
   dangerous CWEs or not

                        31



SMU Classification: Restricted

Open Challenges and Future Work

TOSEM SE Vision 2030 @ FSE 2024

• Dealing with complex vulnerabilities, e.g., inter-procedural vulnerabilities
• Considering larger code contexts, e.g., repository-level
• Establishing trust and synergy with developers, e.g., evidence and rationales
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Adaptively Recover from Unexpected Runtime Errors

Recently released on arxiv

First work to propose an LLM-powered self-healing 
framework
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Self-Healing Software System

Software systems that can perceive that it is not operating correctly and, without 
(or with) human intervention, make the necessary adjustments to restore itself to 
normalcy

Normal
State

Abnormal
State

Maintain
health

Detection

Recovery
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Discard invalid writes and return
default values for invalid reads

OSDI’04

Automated Recovery from Unexpected Runtime Errors

They are rather rigid

Prepare a pre-defined rule set
for different errors

PLDI’14

Reuse applicable error
handlers from existing
ones

ASE’16
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LLM as Adaptive Runtime Error Handler
1
2
3
4
5
6
7

8
9
10

11
…

ValueError: invalid literal for int() 
with base 2: ''

The program crashes due to
the unhandled error when it 
reaches Line 10. 

Program State: {"bin_string":"1 01",
"int_number": 0}

bin_string = input() # input: “10 1“
bin_string = str(bin_string).strip()
if not bin_string:

raise ValueError("Empty string")
if bin_string[0] == "-" :
  bin_string = bin_string[1:]
int_number = 0

for char in bin_string:
    int_number = 2 * int_number

int_number += int(char)

compute_something_else(int_number)
...
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LLM as Adaptive Runtime Error Handler
1
2
3
4
5
6
7

8
9
10

11
…

Program State: {"bin_string":"1 01",
"int_number": 0} Copy

1
2
3
4

LLM-generated recovery strategy

An isolated runtime environment

Program State: {"bin_string":"1 01",
"int_number": 0}

ValueError: invalid literal for int() 
with base 10: ' '

bin_string = input() # input: “10 1“
bin_string = str(bin_string).strip()
if not bin_string:

raise ValueError("Empty string")
if bin_string[0] == "-" :
  bin_string = bin_string[1:]
int_number = 0

for char in bin_string:
    int_number = 2 * int_number

int_number += int(char)

compute_something_else(int_number)
...

Program State': {"bin_string":"101",
"int_number": 4}

bin_string = '101'
for char in bin_string:
    int_number = 2 * int_number

int_number += int(char)
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LLM as Adaptive Runtime Error Handler
1
2
3
4
5
6
7

8
9
10

11
…

Program State: {"bin_string":"1 01",
"int_number": 0}

Program State': {"bin_string":"101",
"int_number": 0}

Copy

1
2
3
4

Program State: {"bin_string":"1 01",
"int_number": 0}

ValueError: invalid literal for int() 
with base 10: ' '

Copy
Program State: {"bin_string":"101",
"int_number": 0}

bin_string = input() # input: “10 1“
bin_string = str(bin_string).strip()
if not bin_string:

raise ValueError("Empty string")
if bin_string[0] == "-" :
  bin_string = bin_string[1:]
int_number = 0

for char in bin_string:
    int_number = 2 * int_number

int_number += int(char)

compute_something_else(int_number)
...

bin_string = '101'
for char in bin_string:
    int_number = 2 * int_number

int_number += int(char)
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Healer: LLM-Powered Runtime Error Handling Framework

Execution End

Error

Execution Start

Line 1

Prompt

LLM

Line 2

Line i

State

Healing Code

Executor
(Isolated Environment)

Yes

CopyLine i+1

New State

Runtime Info Collector

Has pre-defined
handler?

Proceed to the
error handler

No

New State

Collected
State

Recover using Healer as a last resort
Copy
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H  Healer: LLM-Powered Runtime Error Handling Framework
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How Effective is Healer in Handling Runtime Errors?

                        44

Benchmarks:
- CodeNet (Human-written code

snippets that raises runtime
errors)

- DebugBench (Code snippets
with implanted bugs)

- Code generated by 6 LLMs on
HumanEval and MBPP

Base LLM: GPT-4 (Default)

Produce Correct Results
With Healer, ~40% of crashed 
executions can be healed to run 
to completion and produce 
correct results.

Saved from Crashing
With Healer, ~75% of crashed 
executions can be healed to run 
to completion.
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How to Mitigate the Uncertainty?

 Implementing Safety Constraints
Healer could be restricted by static checkers to avoid those high-risk behaviors

 Defining the “Comfort Zone” for Healer
Establish a pre-defined “comfort zone'', where Healer’s interventions are acceptable and unlikely to 
cause significant harm.

 Maintaining Detailed Error Logs
While Healer can effectively handle runtime errors, the underlying issues causing these errors still 
need to be addressed.

 Issuing User Warnings
Provide warnings when outputs are generated during Healer-triggered executions.
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Future Work

 Enhance the performance of Healer
 Designing better prompts and training methods

 Robust mechanism to mitigate the uncertainty

 Integrating Healer into real-world operational systems
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Stop Unreliable Code Completion with FrugalCoder
TOSEM 2024

First work to estimate & stop unreliable code completions
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LLM-based Code Completion Brings New Challenges

High Computation & Latency
 LLM-based code completion requires large scale

computing and causes latency

Low Acceptance Rate
 Code completion requests are complex in real world
 Only 30% of completions are accepted by the users of

Github Copilot [GitHub22]

LLM-based Code Completion is Popular
 Each user of Github Copilot receives one suggestion

roughly every 3 minutes [GitHub22]

[GitHub22] Albert Ziegler (GitHub), Eirini Kalliamvakou (GitHub), 
Shawn Simister, et al. Productivity Assessment of Neural Code 
Completion. MAPS’22 at PLDI’22.
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What Cause Unreliable Code Completions?

(1) Requests that are beyond the capability of the LLM

(2) Requests that do not contain sufficient information, e.g., meaningless 
identifiers, vague intention, etc.
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How to Address This Problem?

(1) Improve the performance of the LLM-Powered Solutions

(2) Prevent unreliable completions

Better Model, Better Retrieval-Augmented Solution, …

A new task for code completion

                        60

Pre-Processing: Stop the requests

Inference: Early terminations

Post-processing: Do not display
                        completions

User Code Pre-
Processing LLM

Post-
Processing

Code
Completions
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FrugalCoder: Identify & Reject Unpromising Code Prompts

 Using lightweight estimator to estimate the quality of the code completion
 Decide whether to proceed based on a pre-defined threshold

Challenge 1: Efficacy
The estimator should effectively
estimate code completion quality

Challenge 2: Efficiency
The cost of running the estimator should be 
lower than the LLM cost
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FrugalCoder: Building the Estimator

def sum(nums):
    sum_num = 0
    for num in nums:
        sum_num += num
    return sum_num

def sum(nums):
    sum_num = 0
    for num in nums:

sum_num += num
    return sum_num

Code Snippet
Code Prompt

Ground Truth

sum_num += num
    return sum_num

Completion

Target 
LLM

Score (e.g., BLEU)

Generate Training Data

1.00

Estimator

Train Estimator
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Results: Feasibility of FrugalCoder

Efficacy

 Deep Learning as Estimator
 Encoder-only Transformer

 Traditional ML as Estimator
Adaboost

Reject 20% of requests
with a 95.1% Precision

Efficiency

5.1 ms for each query

Efficacy

Reject 20% of requests
with a 92.1% Precision

Efficiency

0.1 ms for each query

Improve Acceptance Rate
from 27.4% to 33.0%

Improve Acceptance Rate
from 27.4% to 32.3%
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Future Work

 Stop remaining unreliable code completions
 Stop more unhelpful code completions to increase acceptance rate even more

 Explore the secondary use of FrugalCoder
 Such as its potential to identify and stop adversarial attacks, backdoor attacks, 

etc.
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Hotfixing Code LLM 

First study on hotfixing code LLM

Recently released on arxiv
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OSS Projects, Code LLMs, and Developers

Write

Deploy

Train
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The Only Thing that Doesn’t Change in Software, is Change

Write

Deploy

Train
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Deploy

Write Train
Don’t generate 
smelly code!

Don’t generate 
private info!

Use new APIs!

The Only Thing that Doesn’t Change in Software, is Change
Requirement

Changes
Artifact
Changes

Fixed bugs

Fixed 
vulnerabilities

Deprecated 
APIs

Redacted 
Private Info.
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Let’s Update the Model

Retrain/fine-tuning the model
Consume too much GPU resources 

and take long time

Use parameter-efficient fine-tuning (PEFT)!
                        70



SMU Classification: Restricted

Code LLM Updates: From Security Hardening to Hotfixing

• Security hardening of Code LLM
• Does not work for third-party LLM services

 Require access to internal parameters
• PEFT = Prefix Tuning (ACL’ 21)

CCS 2023

• Security hardening of Code LLM
• Generalize to third-party LLM services

 Employ co-decoding

• Generalize to hotfixing Code LLM 
 Suppress buggy code, private data leak, ...

• Beyond prefix tuning
 IA3 (NeurIPS’22), QLoRa (NeurIPS’23), …

ISSTA 2024
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Code LLM Hotfixing: Efficacy of Different PEFT Methods

Model LoRA IA3 Prefix QLoRA-
8Bit

QLoRA-
4Bit

CodeGen-2B 1,753
(48.33% )

2,145
(36.80% )

1,842
(37.42% )

1,712
(49.55% )

1,681
(50.47% )

“Patch” size is only 0.2% of 
the CodeGen-2B

Only 5 minutes to hotfix 
CodeGen-2B

Suppressing Buggy Code Generation

Suppressing Email Leakage
Model Reduction with 

LoRA
CodeGen-2B 97.96%
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Future Work
 Experimentation with More Code LLMs
 Addressing More Artifact and Requirement Changes
 Suppressing deprecated APIs
 Suppressing memorizations of code with strong licenses
 Suppressing backdoors

TS
E

20
24

IC
SE

20
24
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SR4LLM @ Recent ISSREs

IS
SR

E 
20

23

                        74

IS
SR

E 
20

24



SMU Classification: Restricted

Summary: LLM4SR & SR4LLM

VulMaster

ICSE 2024

Data-centric 
Strategies + 

LLM Collaboration 
= 

2x fixed 
Vulnerabilities

Healer

Recently released

Error Handler + 
LLM Code Generation 

= 
An adaptive

framework to self-
healing system

FrugalCoder

TOSEM

Quality Estimator + 
LLM Code Completion

= 
Save 20% of queries,
1.2x acceptance rate

Hotfixing

Recently released

Bad Behaviour 
Modelling + 

PEFT 
= 

Suppress various bad  
behaviours of 

LLM4Code
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Software Reliability in the Era 
of Large Language Models: 

A Dual Perspective
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Vision/Dream

Future of Software Engineering Track, ICSE 2023

“Anything one person can imagine, 
other people can make real.”

- Jules Verne
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Vision/Dream

Future of Software Engineering, ICSE 2023
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Vision/Dream

Future of Software Engineering Track, 
ICSE 2023

: Software Engineering 2.0
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Software Engineering 2.0
Symbiotic workforce of autonomous, responsible, intelligent agents & engineers 
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Software Engineering 2.0

Smart Tool

Smart Workmate

Symbiotic workforce of autonomous, responsible, intelligent agents & engineers 
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Software Engineering 2.0

Manager

Peer

Assistant

Smart Tool

Smart Workmate

Symbiotic workforce of autonomous, responsible, intelligent agents & engineers 
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Software Engineering 2.0
Symbiotic workforce of autonomous, responsible, intelligent agents & engineers 

Smart Tool

Smart Workmate

H-H

H-A

A-A

Organization

H-A
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Software Engineering 2.0
Symbiotic workforce of autonomous, responsible, intelligent agents & engineers 

Smart Tool

Smart Workmate

H-H

H-A

A-A

Organization

H-A
Tertiary

Edu.

Job 
Market

Agent 
Market

Agent 
Vendors
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Software Engineering 2.0
Symbiotic workforce of autonomous, responsible, intelligent agents & engineers 

Smart Tool

Smart Workmate
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Software Engineering 2.0

History Challenges Vision

Roadmap I Roadmap II Call4Action

AI for Software Engineering

Towards Software Engineering 2.0

ICSE 2023 Future of Software Engineering
Post Proceedings, 17 pages
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Software Engineering 2.0: One Year after ICSE 2023
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Software Engineering 2.0: One Year after ICSE 2023
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Agent 
Market

Software Engineering 2.0
Symbiotic workforce of autonomous, responsible, intelligent agents & engineers 

Smart Tool

Smart Workmate

H-H

H-A

A-A

Organization

H-A
Tertiary

Edu.

Job 
Market

Economics
Law

Ethics

Agent 
Vendors
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Software Engineering 2.0
Symbiotic workforce of autonomous, responsible, intelligent agents & engineers 

How Can Software Reliability 
Research Play a Crucial Role?
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Many Unrealized Potentials: Much Reliability Research Needed
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Many Unrealized Potentials: Much Reliability Research Needed
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Many Unrealized Potentials: Much Reliability Research Needed
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Many Unrealized Potentials: Much Reliability Research Needed

Agent
Market

Smart Tool

Smart Workmate

H-H

H-A

A-A

Organization

H-A
Tertiary

Edu.

Job 
Market

Economics
Law

Ethics

Agent
Vendors

How to boost AI agents’ capabilities 
for diverse software reliability tasks? 

(LLM4SR)

Symbiotic workforce of autonomous, responsible, intelligent agents & engineers 
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Many Unrealized Potentials: Much Reliability Research Needed

ISSTA 2016 • High adoption threshold
 Satisfy 75% of 

practitioners: successful 
results in Top 5, works 
75% of time; ≥100,000 
LOC; takes <1 minute.

• Rationale and IDE 
integration are 
important.
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Agent
Market

Smart Tool

Smart Workmate

H-H

H-A

A-A

Organization

H-A
Tertiary

Edu.

Job 
Market

Economics
Law

Ethics

Agent
Vendors

How to reduce or mitigate unreliability 
of AI agents? (SR4LLM) 

Symbiotic workforce of autonomous, responsible, intelligent agents & engineers 

How to boost AI agents’ capabilities 
for diverse software reliability tasks? 

(LLM4SR)

Many Unrealized Potentials: Much Reliability Research Needed
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Many Unrealized Potentials: Much Reliability Research Needed

Boy who cried wolf

ICSM 2013 & EMSE 2015

TOSEM 2024
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Many Unrealized Potentials: Much Reliability Research Needed
CCS 2023

ISSTA 2024
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Many Unrealized Potentials: Much Reliability Research Needed

Agent
Market

Smart Tool

Smart Workmate

H-H

H-A

A-A

Organization

H-A
Tertiary

Edu.

Job 
Market

Economics
Law

Ethics

Agent
Vendors

Symbiotic workforce of autonomous, responsible, intelligent agents & engineers 

How to design more autonomous AI 
agents for engineering reliable 

software while providing guarantees or 
mechanisms to prevent disasters? 

(LLM4SR & SR4LLM)

“It seems that there could be potentially disastrous results if the automation does not [do 
things] correctly..”

How Practitioners Perceive the Relevance of Software Engineering Research
 

ESEC/FSE 2015

How to mitigate or reduce unreliability 
of AI agents? (SR4LLM)

How to boost AI agents’ capabilities 
for diverse software reliability tasks? 

(LLM4SR)
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LLM
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Reliability

LLM4SR

SR4LLM
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Interested to Join Us? PhD & Visiting Student Openings at RISE
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New ACM Conference on AI Foundation Models & SE

FORGE'24
 ~100 registrants
 23 countries from 6 continents
 Industry (~25%), academia & 

government
 Including: Microsoft, Google Brain, 

JetBrains, Volvo, VW, Hitachi, etc.

Co-Located with ICSE'24
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New ACM Conference on AI Foundation Models & SE

Main 
+ Benchmarking

+ Industry
+ Tutorial

Tracks

Co-Located with ICSE'25
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Thank you!

Questions? Comments? Advice? 
davidlo@smu.edu.sg
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