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Abstract— In this paper, we investigate the tradeoff between (go.gethughesnet.com). Recently, there has been a push for
performance and confidentiality in signature-based air inxing such systems from the industry and various standard bodies.
schemes for wireless data broadcast. Two metrics, namefglse ~ For example, born out of the International Telecommunirati
drop probability and false guess probability, are defined to quantity i g (ITYU) International Mobile TelecommunicationsMT-

the filtering efficiency and confidentiality loss of a signatve I . . . .
scheme. Our analysis reveals that false drop probability ad 2000" initiative, the Third Generation Partnership Projet

false guess probability share a similar trend as the tuning (Www.3gpp2.org) is developing Broadcast and Multicastviger

parameters of a signature scheme change and it is impossiblein cdma2000 Wireless IP network.

to achieve a low false drop probability and a high false guess In a wireless data broadcast environment, clients with@mpr

probability simultaneously. In order to balance the performance  ate equipments can monitor the broadcast channel and |atathe
and confidentiality, we perform an analysis to provide a guidnce  jioms heing broadcast. As a result, if the broadcast datsiare

for parameter settings of the sighature schemes to meet ddfent not encrypted, their content is open to the public (i.e on
system requirements. In addition, we propose thgump pointer ypted, P p €., pens

technique and theXOR signature scheme to further improve the C€a&n access it for free). Key-based encryption is a naturaiceh
performance and confidentiality. A comprehensive simulatin has for ensuring secure access of data on air (i.e., only suiessri
been conducted to validate our findings. who own valid keys can decrypt the received packets to athess

data items). However, a search for broadcast data itemsrteed
first receive all the broadcast data items off the air for getion
and further processing (i.e., filtering out unwanted daeg). In
For years, we have envisaged a vision in which the use other words, no matter how many data items a client requeisgs,
high-speedwirelessdevices will facilitate users to watch videoshas to download and decrypt all the data items, which consume
share pictures, held remote meetings, socialize with dsemand energy significantly.
perform many tasks from anywhere at anytime. This vision hasTo help alleviate the high cost of receiving, decrypting and
come very close to a reality. Exciting news include Intefans filtering broadcast data, auxiliary information can be jded on
to embed WiMAX-enabling chips in laptops by the end of 2008he broadcast channel to annotate the broadcast data ifdmiss.
AT&T provides 'All-Access Pass’ to the 2008 Olympic Gamestechnique is calledhir indexing The basic idea is that, based
and Google TiSP enables FREE in-home wireless broadbaml index information broadcast along with data items (idtig
service in U.S. and Canada while developing a mobile featuredexed attribute values, arrival schedule, length of desms,
called TiSP on the Run (TiSPOTR) which can provide freetc.), mobile clients can skip the retrieval of unwantecadems
wireless broadband service even when the customers are awiaytuning intodoze modeand switch back tactive modeonly
from the home. when the data of desire arrives. Existing air indexing tésies
Today, there are many wireless technologies (e.g., Bltietoomainly focus on the search performance issues, i.e., dagign
IEEE 802.11, UMTS, Satellite, etc) that could be integrateiddex structures and corresponding search algorithms é&blen
to construct a seamless, pervasive information accestomplat fast data retrieval.
Logically, information access via these wireless techgiel® Differently, the work presented in this paper tries to addre
can be classified into two basic approaches:demand access both performanceand confidentiality issues of wireless data
and periodic broadcastOn-demand access employs a pull-basdatoadcast services. We propose to use signature-baseadeit i
approach where a mobile client initiates a query to the serwghich is a typicalapproximateindex. It uses a fixed length bit-
which in turn processes the query and returns the resultego tvector (i.e., a signature) to encode all the indexed atedband
client over a point-to-point channel. On-demand accessifatde clients can check whether a data item satisfies the query lyy on
for lightly loaded systems in which server processing ciipand checking its corresponding signature. However, a sigeaian
wireless channels are not severely contended. abstract of the real attribute values and different itemyg steare
On the other hand, periodic broadcast requires the serverthe same signature. A match between a signature and the query
pro-actively push data to the clients over a dedicated broadbes not guarantee that the real data item actually satidfees
cast channel. This approach allows an arbitrary number gfiery. Consequently, a signature keeps some uncertaintiyeof
clients to access data simultaneously, and thus is patlgul indexed data item that may deteriorate the search perfa®nan
suitable for heavily loaded systems. Wireless data braadc&rom aspect of confidentiality, the approximate nature @& th
services have been available as commercial products foy masignature is desirable as it actually hides partial infdromafrom
years, e.g. StarBand (www.starband.com) and Hughes Nietwtine public. The index information (i.e., signature), eveoducast
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in a non-encrypted form, prevents unauthorized attackensfer ~ Signature techniques have been studied extensively imnafo
data content on broadcast. This work studies the tradebffemn tion retrieval [15], [18]. Different from the terrdigital signature
performance and confidentiality of different signaturdisgs, by Used in the security context, a signature in the databastxon
analysis and experimentation. In addition, we take a stefpdu IS basically an abstract of the information in a data itemicivh
to enhance the performance and confidentiality of signaiased contains a set of attributes. Given a set of data items todexed
index by incorporating the jump pointer technique and theRXOby multiple attributes, the signatur®; of data itemi is typically
operation. The main contributions of our study are five-fold  formed by first hashing each indexed attribute in the data ite
« The issue of confidentiality loss in air indexing is, to thdnto abit string and thersuperimposingi.e., bitwise-OR, denoted

best knowledge of the authors, identified and studied for tR§ V) all these bit strings into a signature. Note that the size of
first time in this research wotk signature equals the size of the bit string. An example ofatigre
« The tradeoff between performance and confidentiality lo§€neration is depicted in Figure 1(a), in which each attelia

in signature-based air indexes is analyzed in terms of tali@shed into a 12-bit string.. , .
drop and false guess probabilities of the signatures. To process a query which contains one searched attribute, a

« An analytical model is developed to analyze the impact gquery signatureSg corresponding f[o the query IS generated
different control parameters, which serves as a guidance f§St: based on the same hash function. Thereafitgiis compared
configuring signatures to meet the performance and confidétfi@inst the signatures of examined data items using bithiNe
tiality requirements of wireless data broadcast appbrati (d€noted as\). The signaturesnatchif for every bit set inSq,

« The jump pointer technique and the XOR signature scherffie corresponding bit n the compared data S|gnaﬂ;r.e=s also
have been proposed to further improve the performance atfe}- There are two possible outcomes of the comparison:
confidentiality of signature-based air indexes, respelstiv. =~ * Sq A S; # Sg: data item:i does not match querg.

« Extensive experiments (based on both simulations and pro+ Sq A Si = Sg: @ match has two possible implications:

totyping on PDA) are conducted to validate our analysis and — true match the data item is really what the query
to evaluate the examined signature schemes. searches for; and
The rest of this paper is organized as follows. Section Il and ~ — false drop the data item in fact does not satisfy the
Section Il present the preliminaries and related work d th search criteria although the signature comparison indi-
study, respectively. Section IV formulates the problen] ae- cates a match.
fines/analyzes the metrics for performance and confidéwgfiaé., As shown in Figure 1(b), three queries are issued and their

the false drop probability as well as the false guess prdibabi corresponding signatures are produced based on the saime has
Section V derives an analytical model that balances pedom®a function. According to the result dfg A S;, the examined data
and confidentiality in a secure wireless broadcast syster, dtem is not qualified for the first querg,=Hacker, but qualified
proposes the jump pointer technique and the XOR signatd the other two queries@Q,=Security and Qs=Mobile. It is
scheme, two strategies to further improve the performammke aa true match forQs as the data item does contain the attribute
confidentiality of a signature-based system, respectivBlgc- Security while it is a false drop forQs because the data item
tion VI reports the simulation results to validate our as&y does not contain the queried attribittobile.

Finally, Section VII concludes this paper. Bloom Filter, commonly used in networking, shares some
similarities as signature [3]. However, it adopts multifiash
Il. PRELIMINARIES functions to generate bit strings. Given a bit string witf bits

set to 1, it needsv, hash functions with one corresponding to

In t_h's sectlc_)n,_we first give an overview of the signaturgq pit As a result, the generation and comparison of the bit
technique and Its implementation in a wireless broadceem_aay, strings become more complicated and time-consuming thadtis
and then describe the adopted system model and explaineall tii-hie for the wireless broadcast systems

assumptions we make.

B. System Model

Like most of the work in the literature, we, in this work,
assume a generic wireless data broadcast system that tsonsis
of three parts: 1) a broadcast chafindl) the broadcast server;

A. Overview of the Signature Techniques

‘ Data Item: Attr. 1: Security Attr. 2: Pervasive

Security 001 100 001 001 and 3) mobile clients [25], [27], [28]. Figure 2 shows a high-
Pervasive V) 101 000 100 001 level overview of the system model. The broadcast server is
Data Signature  Si 101 100 101 001 interfaced with other data sources via high speed netwankis a
(a) Signature generation thus can be considered as a logical data source for all thélenob
QueryQ  Query Signature S, SoAS; Results users in the system: The_ server is respc_msible fo_r geng_rett'e_n
Hacker 000 101 000 101 000 100 000 001  No Match broadcast program, i.geriodically encrypting and disseminating
Security 001 100 001 001 001 100 001 001  True Match data items to its clients via the shared broadcast channel. A
Mobile 100 100 001 001 100 100 001 001  False Match complete broadcast of data items is calledreadcast cycleAll
(b) Query comparision the items considered in this model consist of a set of sehleha
Fig. 1. Signature generation and comparison attributes and a content body.

2The channel is an abstraction for a communication mediumitsisdised
1A preliminary report of this study appeared in Proc. the ACMHHA as a generic term to refer to a computer network, satelli@ictl, TV channel,
Conference on Information and Knowledge Management (CIBYIT23]. radio channel or a virtual circuit over a cellular channet][1



Server OQE_).O. o Without loss of generality, we assume the wireless broadcas
Scheduler ’ T e system adopts various approaches to guarantee the igtegrit
Q. 8_bje_cts_ o h - . . .
OO the broadcast data. The underlying wireless medium is secur

Broadcast Channel

but open to the public. Consequently, both authorized useds

patabases adversaries can retrieve the packets from the wirelessnehan

(A, AT (T In order to make sure only subscribed users can enjoy the
@ @J services, all the ‘data’ packets are encrypted using kegsdte
Laplop PDA Jackbers known to the subscribed users while the index informatioa. (i
Fig. 2. A wireless data broadcast system. signatures) are broadcast in a non-encrypted form to taieli

quick search and filtering. We assume the system adoptdkuita
key management techniques to manage keys.

The mobile clients also play an important role in the system
due to the client-side processing. Each client has to cootisly IIl. RELATED WORK
monitor the broadcast channel to receive the data itemgeriists In this section, we first review the security issues related t
(as specified by user queries). Without any auxiliary infation, wireless broadcast, and then we briefly review other relatertk.
a client has to continuously listen to the channel for oneplete
broadcast cycle, comparing the searchable attributesabf ibem
against the query predicates to process a query. Suppogé&%ni
of the data items are qualified for the query, the retrievathef ~ Wireless data broadcast, an approach for delivering irdiion
other95% of data items may be redundant. to a group of users simultaneously, has been adopted in many
Signature techniques, well known for the ability to effitign applications. In this subsection, we review some secussyies
filter the unqualified data against a query, have been propase and solutions related to wireless broadcast in the corwesiti
air indexing [17]. The idea is to put data items into a group, wireless broadcast scenarios and wireless sensor netWBR )
namely adata frame and generate a signature for each data fran§6€narios, respectively. In the context of wireless brastlsys-
via superimposings signatures corresponding to data items. tems, the security problems can be divided roughly into two
Compared with the data items in a data frame, a Signa»[ureirpgertwined areas, i.esecrecyand authentication The former
usually much smaller and hence the retrieval of a signatsirei$ to guarantee that only the subscribers can receive amyeec
much Cheaper than retrieval of the data frame. Conseque'n“ythe broadcast information while the unauthorized usersatan
a wireless broadcast system, the signatures and data frames® Simple approach is via information encryption. The latier

A. Secure Broadcast

interleaved, as shown in Figure 3. to make sure that the received information is from the right
source/sender and most approaches rely on asymmetrialdigit
Broadcast Cycle .
T T Do F T signatured.
(| pata Frames:| Data Frame| | Data Frame In a wireless sensor network, each sensor node communicates
Signature Encrypted data item(s) with its neighbors via wireless broadcast. It shares sirsigurity
concerns as traditional wireless broadcast systems the.con-
Fig. 3. Signature based air index fidentiality of the transferred data should be guarantead,the

We assume that the hash functiéh adopted to generate the@uthentication of the source should be enabled. Howe\iégreint
signatures is known to all the clients. Whenever a clientéss from wireless b.roadcast systems where the connection batae
a query and tunes into the channel, it generates the signfur USer and the wireless channel is not affected by other usact,
the query based off, and waits for the first coming signature. [nS€NSOr node contributes to the network topology which misght
order to facilitate the initial probing, we assume the dagan dynamic. In addition, the sensor nodes have limited praggss
and index information are packed into packets in the brestdc®0Wer and energy which can be easily exhausted by intensive
channel and each packet contains a pointer to the next signaomputations. All these constraints introduce new chgisr(4].
packet. Consequently, a client knows when to wake up tovecei SYMMetric key cryptography is the most feasible encryption
upcoming signatures. Thereafter, it retrieves the sigeafor Mechanism for node to node communication, and key pre-
comparison. If the signature matches the query, it retsipe distribution is a popular key management approach in WSN [5]
following data frame. Otherwise, it tunes into tlezemode and [6]. The main |d¢a is to pre-install a limited number of keps i
only switches to thactivemode when the next signature is aboup€nsor nodes prior to actual deployment. In the context oNWS

to broadcast. The process continues for a complete braaddh&as to ensure good network connectivity through key sigari
cycle. and resilience to node/key captured by the enemy as welleSom

For example, assume= 1 (i.e., each data frame contains onlyother related work includes TinySec [19] apdESLA [21]. The
one data item) and the broadcast system is going to broadnasformer develops mechanisms for link-level encryption, dhel
item ¢ with security and pervasive as two key attribute values. l2tter is a protocol to provide authenticated broadcasséverely
A client who issues a querg) may first retrieve the signature "éSource-constrained environments. o N
S; = 101100101001 and compare that with its query signatutg Although the security issue has been studied in traditional
to decide whether data itemsatisfies the query. For example, aVireless broadcast systems as well as wireless sensor mkefwo
client who issueg); = hacker can safely ignore the downloading't IS Worth to note that all the existing approaches rely fure

of the item aSSQl NS # SQl' Another client who issuegs SNote that while the terndigital signatureis similar to data signature

haslto download t.he item becausg, A S; = Sq,, indicating giscussed in Figure 1, they are fundamentally differents Faper focuses
the item might satisfy the query. on data signature techniques.



on the cryptography techniques. Their main focus is to designaintains a combined domain of indexed attributes, denated
different cryptography related techniques against variattacks. D 4, for searching data on air. In other words, data items main-
However, the focus of this work is to facilitakfficient search tained in the server are indexed by attributesiip to facilitate
while ensuringhigh confidentialityoy configuring signature-basedefficient search. In order to construct a broadcast progtam,
air index. To the best of our knowledge, this is the first wdrltt system administratochooses a hash functiodl for signature
aims at integrating confidentiality protection with fillegisearch generation, decides the number of attributes to be indered i
function using indexing techniques. As a data signaturs adait signatures, and groups data items into data frames. Ourgtml
vector of fixed length to represent a set of attributes, Uagd#y obtain a signature configuration which minimizes confidsityi
between true matches and false drops is introduced. Uintigrtaloss while not causing much performance deterioratids the
may deteriorate the filtering efficiency of a data signateteeme. foundation of this work, we, in this section, define the perfo
However, it also offers an opportunity to encode informati;m  mance and confidentiality metrics, and analyze the factoss t
the literature, all the existing work related to signatbessed affect those metrics. Table | summarizes the notations used
indexing aims at reducing the false drop in order to improveur analysis.

the filtering efficiency. In this paper, we analyze how to pobt TABLE |
confidentiality via increasing false drops and strike a ibeda SUMMARY OF SYMBOLS IN ANALYSIS
between performance and confidentiality. a an application:

Dy the combined domain of indexed attributesAn
Dy the hacker’s dictionary;

B. Other Related Work N number of the data items included in a broadcast cycle;
. . : " C number of signatures in a broadcast cycle;

W|reless_ broadcast_ is a pppular gpproach for dlss_emlnatmg o number of matched signature due to false drops:
commonly interested information to clients to enable a iame- Ci number of matched signature due to true matches:
ous access [1]. Air indexing is widely adopted to conseniteba C,s  number of signatures that do not match; o
power in mobile clients. Several tree-based indexing tiegies, G number of total guesses based on a hacker's dictionary;

h as flexible indexing and distributed tree indexing biaad- Gr number of false guesses;
such as 9 g . Gt number of correct guesses;
cast channels are proposed [12], [13]. However, these estudi m number of bits in a signature;
focus on one-dimensional indexes for equality-based gsefihe n the size of the content body for each item;
processing of general queries with a semantics-based dased ~ “ number of attributes indexed in a data item;

- . . s number of data items included in a data frame;
approach is proposed [16], and the range query is studiezin [ wy number of 1's in an attribute’s signature;
Traditional index techniques, such as hashing [13] andasige wy  average number of 1's in a data item’s signature;
file [9], are also applied in air indexing, along with hybrid P  false drop probability;

false guess probability;

approach [10]. Besides the design of different indexingcstires g
for different scenarios, index organization algorithme also
studied [14]. However, none of the above techniques aclelsesi Performance Metrics

any security issue. . L .
On the other hand, security is a major concern in various ser/\ccess timandtuning timehave been widely used as perfor-

vices and applications. The issues of protecting user gyidae mance metrics in the studies of wireless data broadcast Thé

to insufficient anonymity are addressed by introducing dvmn{ormer represents th_e acczﬁs Iallltency arr:d .thde Ia.ttir eeErﬂaﬁ
users and controlling the update frequency/spatial résalu N€T9Y consumption in mobile clients. The index informaiwan
in [2]. In [7], [8], a client-trusted middleware architectuis save the retrieval of unwanted data items and hence it caroimp

assumed to transform requests from mobile clients into ndff WNINg time performance. However, the index informantso
queries. In these work, a request based on a user positiorPFgSUMes extra bandwidth which asa_result exte_nds the_(blsad
masked as a region request which will only be issued if theFé{Cle' As the result set to a query might contain multipleadat

are at leask requests from the same region. Thus, the Iocatidﬁemj' the cI.|ent ?aﬁ to, Iﬁten to the entire b;oadcast c}qle .
service provider cannot deduce individual client position avoid any miss of the right answer. Hence, the access time is

Security is also an important topic in mobile ad-hoc netvsorlp_nly affected by the bandwu_ﬂth ove_rhead _mcurred (_jue to the
(MANET). Due to the freedom of nodes to join, leave andignature. From the access time point of view, the size oheac

move inside the network, MANET is vulnerable. Consequentl _ignature is preferred to be small. Qn th_e othgr_ hand,_thiegun
different techniques have been proposed to protect agairisus ime performance depends on the filtering ability of sigregu

attacks [4]. For exampleWatchdogand Pathrater have been ?T Ior:jg as ahsi%nature sh0\r/1vs a magch,dwhelthe(; a dtrue dn:jaté:h ora
proposed to mitigate the routing mis-behaviors in MANET][20 alse drop, the data items have to be downloaded and dedrypte

and a cluster-based intrusion detection technique for oad- for further checking. Therefore, the false drop probapiihould

network has been proposed [11]. However, key management dreduced to improve the tuning time performance and hence

: energy consumption.
cryptography are not the focus of this paper. We address ﬁfﬂ& e )
confidentiality issue from data management aspect. To be more specific, the access time, denoted@g’, and the

tuning time, denoted a¥UNE, are expressed in Equation (1)
and Equation (2), respectively. As we assume that the query
process is finished only when all the answer items are retliev

Our study aims at revealing important and practical insigit a client has to download all the signatures within one cyclé a
design, deployment and administration of signature teghes in the access time for a given query is one broadcast cycletefgno
wireless broadcast systems in order to address both perfmen as CY CLE. In addition, the client needs to perform an initial
and data confidentiality concerns. We assume that the systprobe before a signature is received, denoted’®0O BE, which

IV. PROBLEM FORMULATION



on average is a half of the summation of a data frame and firevents attackers (also calldthckers from easily knowing

signature. On the other hand, the tuning time is the timeentli the indexed attribute values of data items. The hackers scan

stays active for the initial prob® ROBE, scans all the signaturesthe broadcast channel, download indexes and data items, and

within one cycle denoted by G, and retrieves all the matchedtry to guess the encrypted content of data items from indgexin

frames (including both true matches and false drops). information. Hence, when a hacker downloads a signatuma fro
the broadcast channel, he might stadietionary attackby using

Acc = ZREE€+CYCLE @ all the attribute values in his dictionar® to generatelDy|
= —5 +C-(m+n-s) signatures and compare each of them with a downloaded sig-

TUNE = PROBE+SIG+Ci-n-s+Cj-n-s (2) Nature. Assuming that the attacker's dictionary is comensive

m4n-s ' (i.e., D4 C Dp), she will find a set of matches iby. Among

= —5 — +Cm+4n-s-(Ce+ Pp-(C—Ct))  those matches, there amerrect guessesnd false guessesin

Obviously, false drop probabilitys has a direct impact on the order to .quanufy. how m.UCh information has been leaked to
tuning time performance. In order to have a better undedétgn attackers,jnformation leaking degree (ILDjs introduced as the

of those factors that might affedt;, we conduct an analysis of confidentiality metric in this paper. As defined in Equatia), (

P;. Semantically,P; refers to the probability that the signature[ LD bls th? rauor?f;he numbei of correct guesgasto the total
of a data item matches the query signature, yet the data itQf"er o matc € gueSS@S(—th +Gy)- i h b
actually does not satisfy the query. Given a quexylet C,, be Given a signature corresponding 4o s attributes, the number

the number of signatures that do not matsh, C; be the true of correct guesses is fixed (i.a:,- s) and that of false guesses
matches, and’; be the false drops with’ = Cy + Cj + Cpy G s depends on théalse guess probability. It is defined as the

False drop probability; is defined as the ratio af; to (C—Ct). probability that a dictionary value mat_ches a signatur_e data
' ' frame but actually none of the data items included in the data

Py = CCfC (3) frame matches the dictionary value, as expressed in Equgg)o
’ — Ut
Since both the hash collision and superimposition of bihgs P, = Gy (6)
in signature generation may cause false drops, we Rsg, ' |Dfé| =Gt G
t t

and Py ., to denote the false drop probabilities caused by hash ILD =— - (7)
collision and superimposition, respectively. In order twlgze Gi+ Gy Gi+ Py (|Du| = Gr)

hash collision, acollision factor is used to denote the average Similar to the false drop probability;, Py is also affected
number of different inputs hashed into the same output. For By both the hash collision and superimposition of bit swing
application A, let C'F4 5;, denote the average number of dat@ signature generation. Let’Fy denote the collision factor
items hashed into the same signatur®..,; and Py,s., Can be associated withDy; (usually much larger tham ), G can be
derived based on Equation (4) and Equation (5), respegtivehpproximated byCFy; —1)-G;. Therefore, false guess probability
Please refer to [23] for detailed derivation. He@@mb(-,-)  caused by hash collisioR, .. p,,) is defined in Equation (8) and

represents the binomial function. that caused by superimpositidh, s., is defined in Equation (9).
Based on the above analysis, we obtain the following observa
tions. First, given the fact thdD 4| is limited, it is very likely _ G¢- (CFg —1) 8
: : : Pg,col(DH) - TP ( )
thatCFy 4 is very close, if not equivalent ta, Take a common Dy | — Gt
setting as an example. With = 64 andw;, = 4, a total number of Pgsup = Pfsup 9

comb(64, 4) = 635, 376 attributes can be indexed without causing
a hash conflict. Consequentliy .., plays a very important role
in affecting P; and hence the tuning time performance. Secondl G

Py is closely related to the following factors: 1) the signaturrehqu?épD ,t%,50%’ Pgdneedj to bg raised .U;J t H] h,Gt'
lengthm, 2) the bit settingv,,, 3) the number of indexed attributes' S finding indicates a dependency between informatio ifea

superimposed into a data signatuteand 4) the number of items degree a_nd the false_guess probability. In addition, |tt}scmmt an
in an integrated group. Therefore, by tuning these parametersc,’bservat'o_n’ 1€, having a reasonable false d_r_op pralyalmﬂhlch
the system can adjust;. More specific,P; is increased if we behaves similarly as the false guess probability, is nob subad
decreasem and/or increase: and/or s ,The tuning of w, is idea for the sake of confidentiality concerns, even though lo
more complicated, which will be explored by our simulation jfalse drop probability is preferred from the performancénpot

Section VI. i

The above analysis reveals some interesting findings. When
= 0, the information leaking degreéLD is 100%. To

VIews.

P o Cj o Cy - (CFA,sig - 1)
feellDa) = ¢, ~ ~ comb(Iy,s)
[Dal s This study attempts to correlate performance and confialégti
<(m) - 1) ’ (OFAwsig - 1) ) requirements of the signature-based air indexing teclesidor
comb (w s, wp) Cwpus wireless broadcast systems and investigate the tradetdfeba
~(l—e ") (5 them. Ideally, a secure wireless data broadcast systemidshou
provide an efficient data access with minimal informaticakkge.
] o ] In other words, it requires the false drop probabiliy; to
B. Confidentiality Metric be small but false guess probabilify, to be large. However,
From the confidentiality aspect, the fact that one signatare based on the analytical study conducted in previous section
match different queries introduces an uncertainty whidiaty we understand bottP; and Py, share the same trend and it is

V. SYSTEM TUNING

P ek S 74
frsup conb(m,wy)



impossible to optimize both security and energy at the samet  Based on Equation (1), only the parameteibut notw,, has
In order to balance the performance and confidentiality & than impact on the access time performance. It is observedaghat
signature-based system, we, in this section, first developsa s increases, the probe time (i.e?ROBE) gets extended while
model to guide the signature configurations for variousesyst the broadcast cycle (i.e;Y CLE) is shorten. Given two settings
requirements. Thereafter, we presgmhp pointertechnique and of s, denoted as; and s,, the difference of the corresponding
XORsignature, two approaches that can improve the performaraeess time is

and confidentiality, respectively.

n m-N
A:ACCSI —AOCS2 = (81—82)~ (5— 51 ~82) (13)
A. Balance Performance with Confidentiality Without loss of generality, we assume = s+ 1 andsy = s

qd Equation (13) can be reexpressed as shown in Equatipn (14
nitially, A is negative which means an increasesokduces the
access time. This is because the benefit of reduced broanyciest
pays off the cost of extended probe time. Howevers a& + 1)
value increases/A becomes positive which means a further
increase ofs actually extends the access time. Consequently,
the best access time performance can be achieved whés
about to change its value from negative to positive, denated
sace. According to quadratic formulas... can be derived as in
é]uation (15).

Based on the analysis, we understand that there are f
parameters that can affect the performance and confidéntial
including i) the number of bits in one signature; ii) the fixed
number of bits set to 1 in a bit stringy; iii) the number of
attributes in a data item that contribute to the signatyrand iv)
the number of items that contribute to the signatere

In many cases, the settings of and « are relatively stable.
In traditional information retrieval applications, thezaiof the
signature,m, is set to a large value and the number of bit

set,wy, is carefully selected to provide a large space of hashe
s (s+1)n—2-m-N

bit strings and minimize hash collisions. However, for secu A = (14)
wireless data broadcast systems, a long signature constomes 2-s5-(s+1)

much bandwidth and extends both access latency and tuning N VnZ -8 n-m-N—-n (15)
time. Furthermore, a long signature may result in a highér. aee 2.n

Consequently, the value of usually is kept in a reasonable size However, the setting of also affects false drop probability;.
(e.g.,64 - 256 bits), andu is normally application-dependent. OnAs s increasesP; increases as well. Whenbecomes too large, it
the other hand, the settings @f, and s are much more flexible. is very likely that all the bits of a signature are set to 1. éterihe
The former can be tuned fromto m and the latter can be set1o  signature loses its filtering capability and it will anywaydicate
2, etc. In the following, we analyze how to tune these pararsetey match for any query. In other words, the signature withradl t
in order to optimize the overall system cost that considerth b bits set to 1 forces the user to retrieve each single data, item
confidentiality metric and performance metric. no matter whether it satisfies the query or not. Consequethtly
We take an encrypted broadcast system which does not proviggue of s should be carefully selected. In order to simplify our
any index information as a reference system. A client has tiiscussions, we assume the possible values wdry in a small
retrieve all the packets in such an encrypted broadcasemystrange (e.g.{1,2,4}).
Consequently, both tuning time and access time, defined.as Next, we analyze the impact of the parametgron the system
and A,.; respectively, equal a complete broadcast cycle, @®st. The system cost under fixed m and s is defined in
defined in Equation (10). When the index is provided, thentlie Equation (16). As the first term, i.eq - § - %C; and the third
may save the retrieval of some unnecessary data frames aoé hg, .., 1o . (1—6). ACCAres
the tuning time performance is improved. Neverthelessirttiex ' ' ) ) Ares ) O s
information occupies extra bandwidth which extends theessc ™ and s, Cnor With various w, is affected bya -6 - —p——
time. In order to quantify the performance gain, Equatiof)(1@nd (1 — @) - ILD. In other words,Cnor is minimized when
is defined. Here, the tuning time/access time under theemdfer (1 — o) - ILD —«-§- C{p”r—:l,s (denoted a9) is minimized.
system are used as the baseline performance, and the paramet

, are constant under fixed,

d, ranging over[0, 1], is used to adjust the importance between ¢,,. = «-5- SIG _ a-5- M + (16)
the tuning time performance and access time performancéhé®©n Tres Trey

other hand, a plain index may release some information of the a-(1-6)- ACC — Apey +(1-a)-ILD
encrypted data and hence cause information leakage. Thkithg Apef

the performance gain and confidentiality loss into consitiien,

the normalized system cost is defined in Equation (12). Tisé fir ! n-s

term Cyper stands for the performance, and the second tetm = (1-a)-ILD-a-§- Tef 17)
is the confidentiality metric. The parameterranging oveio, 1], (1-a)- Gy U S

assigns different weights to performance and confidetytialihe = Gt Py (D] —Go) T <P (C—=CY)

larger« is, the more important the performance is considered. It

. . i S-n-s-(C—=C
is noticed that the cost under the reference system is zero. _— s ( )

Tref

As shown in Equation (17) is affected by false drop prob-
ability Py and false guess probabilit’;. Recall that, as our
. TUNE — Ty -8 ACC — Ay (11) analysis in Section IV showsP; and P, are correlated, with
Tref Aref Pf sup = Pg,sup. Without loss of generality, we assume that a
Cnor = a Cper+(1—a)-1ILD (12) proper signature generating function usually offers a -zean

n
Tref = Aref:§+N’n (10)

Cper = 5



hash collision, i.e.Py ., ~ 0 andP, ., ~ 0. For example, a hash p;, to each signature, pointing to the next (closest) signatuse
function withm = 64 andw, = 4 can generateomb(64,4) ~ in the broadcast cycle that might satisfy the same query as.,
6.4x 10° unique signatures and that with = 128 andw, = 4can AsN Ay # 0.

generatecomb(128,4) ~ 107 unique signatures. Consequently, .,
we assume when the normalized cost is minimizéd~ Py = p 5 Dara 55 Data 5 Dara
and hence we can derive the valuepdi.e., Py and P) according (wi, w) W Trem(s) |(w, w) Y Trem(s) | (w1, we) Y Trem(s)
to quadratic formula, as derived in Equation (18). B
sl si ata Encrypted E J i )
B m L (18) ignature ttem(s) | duta item(s) ump pointer p;
b= 2-a Fig. 4. Example jump pointer
wherea = a-d-n-s-(C—Ch)-(|Dyg|— Gr) ) ) ) ) ] ]
Figure 4 depicts an example, in which the jump pointer
b = a-d-n-s-(C—Ch) Gy

associated with the signatusg points toss, as As, N As, = 0

c = —(1—a) G Ty and As, N As, = {w1}. Here,w; represents an indexed attribute

value and the set af; inside the parenthesis below each signature

s;j representsds,. For example, the signature is generated

based onw; and ws, and the signatures is generated byws

and wy. Suppose a client issues a query= {w;}, ands; is

the first complete signature it receives. Asmatches the query

] ] signatures,, it downloads the data frame and finds a true match.

B. Jump Pointer Technique Consequently, it can skip the signatuseand its data frame (in
Although the signature-based approach can skip the dodnladgoze mode) by following the jump pointey; to accesssz. The

of some unnecessary data items by carefully tuning the falganp pointer technique does not cause any false miss, aggrov

drop probability Py, it still requires the mobile clients to listenby Lemma 1.

to all the signatures in order to avoid any false match. Take aLemma 1: The jump pointer technique is free of false misses.

broadcast cycle containingo000 data items withs = 1 as an Suppose a query on attributeq, finds a true match at signature

example. Suppose onl§% of the data items satisfy the queryS;, and it follows the jump pointer to access signatste All

and the estimated false drop probabiliy is 0.5, the number the data frames broadcast betwegnand S; do not contribute

of signatures that do not match the query,, is 4750. In other to the result set of. O

words, among 10000 signatures, 4750 signatures do not rtreichProof. Suppose that there is a data itein(associated with a

query and hence the retrieval and comparison of those siggsat signatureS;) broadcast betwee; and S; satisfies the query

do not contribute to the query result. q, i.e., itemd has aq; as one of its indexed attribute values.
In addition, the value of”,,,, also affects the switching cost. ConsequentlyS,; must have its indexed attributes ligt, include

Air indexing techniques aim at keeping the mobile clients ing, i.e.,ay € Ag,. As the queryy finds a true match at signature

doze mode as long as possible and only switching them bagk the indexed keywords lisg, containsa, as well. As a

to active mode when the data of interest are broadcast. égtho result, a; € (Ag, N Ag,) and Ag, N Ag, # 0. Consequently,

most, if not all, of the existing works in the literature negl the the jump pointer withs; will not point to S;, which contradicts

energy overhead incurred by mode switching, it is obserhatl t our assumption. [ ]

the typical setup time for a mobile device to start or tun@int Let |D4| be the size of the combined domain of indexed

active mode is, while device-dependent, usually in the oode attributes,s be the number of data items included into one data

100 ps [24]. Consequently, the switching cost in terms of enerdyame, andu be the number of attributes indexed for each data

consumption is not negligible. A§,,,, increases, the number ofitem, the probability, that two given data frames might satisfy the

switches goes up as well. Therefore, it is desirable to redlyg  same query can be approximated by Equation (19). For example

value in order to reduce the tuning time and switching cost awhen |D4| = 1000, v = 10, ands = 1, p = 0.092 which

hence the energy consumption. means a jump pointer on average points to the signature that
Cp (= C — Cy — Cy) can be reduced it is increased. is % = 10.4 data frames apart away from the current one. Given

Consequently, a straightforward approach is to introducgem a dataset containing’ data items, one broadcast cycle h%s

false drops ag’; = Py - (C — Cy). However, this approach is notdata frames with each havi n probability to match a specific

appealing as each false drop requires the client to retdedeto query. Consequently, the jump pointer technique can sawghty

decrypt corresponding data frame that significantly exeti C, = % X \ZZ\ X % signature retrievals. Among thogg saved

tuning time. Thus, we propose a simple but novel approach g@gnature retrievals, some might match the query while there

tackle this issue, namely thjamp pointertechnique. The basic do not. Consequentlys affects both false drops’; and the

idea is that when the broadcast server schedules the data itqumber of signatures that do not match the quéy . Based on

for broadcast, it has the full knowledge of the indexed laiteés the assumption that the ratio of; to C,,,» does not change, the

for each data frame and hence it knows whether two data framgge drop probability remains, as proved by Lemma 2.

can satisfy the same query. Given two framgsand f,, we

If a range ofs, denoted asRs, is given, we can derive the
optimal costCy. under eacts € Rs, denoted ag’nor(s). The
best setting of is set to the ona’ with minimal cost, i.e.¥s €
Rs, Cnor(s) > Onor(s/)-

comb(|Dg| —s-u,s-u)

assume their corresponding signatures @reand s, and the —1— (19)
corresponding attribute lists are,, andAs,. If As,NAs, = 0, f comb(|Dal, s - u)
will not satisfy any query thaf; satisfies. For a given quer, if Lemma 2: The jump index technique reduces the total number

f1 truly matches it, the retrieval of, can be safely ignored. Basedof index signatures checked, but it does not change the datge
on this knowledge, it associates a pointer, nanjelyp pointer probability. O



Proof. Without the jump pointer,P; = Cg—fcf If we assume between two stringst and B only needs to compare two strings
ccf, = a, Py = o = z%. When the jump pointer is bit by bit once that is much cheaper than the normal decnyptio
pr%vided,()t remaing bu?bothﬂf andC,,, are reduced t@*} and Process. Our sir_nulations, based on a real P_DA to be presented
Cl.Let Ay = Oy —C}», Do =Ch—C' ) andCs = Ay + Mg Section VI-D, will further demonstrate the difference.

m’

(i.e., the number of total signature checks saved). Assg%ﬁe

e Data Signature S E 101 100 1013
remainsa, the new false drop probabilityi’} can be derived as Key ki 101,001 010 110,
follows. @) 1100 110 011 |
" (a) Examplel: 7 =3
Cr—A a-Cpr— 2= C
P} = ! ! = m " afl s @ Data Signature S 1 101 100 101,
Cr=L1+Cnw —La aCp +Cp —Cs atl Keyki 111 0101100 001 !

) : 1111010 100 001
ConsequentlyP; = Py. [ | ) T001 101 010,

On the other hand, a concern for this jump pointer technique
is the potential information leaking to the hackers, if theyow
p; points to a data frame that shares some common attrib
values. Note that the hacker does not have a way to obtain thisigure 5 shows two examples for signature encryption based o
jump pointer from signatures if the jump pointer is main&sin XOR operation, with the alignment position changing. Sigepo
as part of the encrypted information frame. Nevertheless, @here are a list of key#; used in the broadcast system, and a
analyze its potential impact under a worst case scenariefavhdynamic parametey is set to(t; - r)%K. Here,t; means the
the jump pointer is known to the hackers. The jump pointgime when thei-th frame in a broadcast cycle is going to be
connects two signatures; and S; with Ag, N As, # 0 via broadcasty is a system-wide parameter, ard represents the
pj. A hacker, in addition to performing the dictionary attackyumber of keys. Consequently, we can reéseto encrypt the
described in Section IV-B, may attempt to guess the commefynature. We further vary the alignment position dynathica
attributes indexed by both signatures. k&§,/Gs; represent the to make the recovering of keys harder, if not impossible. For
sets of signatures from the hacker’s dictionary that maigli;. example, as shown in Figure 5(a), thieh bit of the key k;

Gs, NGs; gives a superset of all the attributes that indexed ¥ aligning with the first bit of the signature, with = 3, i.e.,
both S; and S;. The experiments to be presented in Section Mlp1100101 & 001010110 = 100110011. Instead of broadcasting
will demonstrate that the knowledge 6fs, N Gs; 2 As, NAs;  the plain signatur@01100101, the server broadcasts the encrypted

(b) Example2: 5 = 6
LIRg 5. Encrypt signatures based on xor operation

does not cause any serious information leakage. signature100110011 and the authorized users can recover the
original signature using the keys. In case that after alignment,
C. XOR Signature the keyk; does not have enough remaining bits to match with

. . the signature, we can expaig by appending the same key at
In the above subsections, we focus on the S|gnature-basedtﬁ1)e end ofk;. An example is depicted in Figure 5(b).

gde?ejcgenmtﬁe'norﬁh'ﬁgngnlgrégzciﬁ?nbui:];eo)t it:z ':gﬁi arel ®"t is obvious that the confidentiality improvement does not
ypted. on - ng . yIDchange the setting of the signature. All the users can recove
form simplifies the step of index retrieval and query prooess - ; . .
Without any expensive decryption operation, the consumptif the original signature index based on XOR operation. As a
y €xp o yp peration, | result, it does not affect the false drop probability and deen
power resource at client's side can be significantly reducxd the performance. On the other hand, the plain signafris

the other hand, it potentially leaves a door open to the letac covered by the secret key:. Consequently, it is much harder for

since the attackers can obtain some hints from the plairxinde v . )
this subsection, we present the XOR signature scheme llmefurtthe attackers to guess the right information from the ertexyp
' signatureS’ (= S @ k;). If the attacker only knows the hash

reduce the information leakage without affecting the prennce. function to produce the signature, what he can do is to cdnduc

In what follows, we present the basic idea in detail with ag dictionary attack based on the received signatusts as

analytical model to derive the new false guess probabilifh w described in Section IV-B. According to XOR operation, a bit

confidentiality improvement. set to1 in the original signatures will remain the valuel onl
The basic idea is motivated by the fact that a bit string,rafte 9 9 y

. - L When the corresponding bit of the secret key is sei. tévithout
two XOR (denoted ag) operations with the_same bit strlng,_car]OSS of generality, we assume the secret key has equal neraber
be recoveretl In other words,(A @ B)®@ B = A® (B B) =

A0 = A. If there is a stringB which is only known to authorized E;tg %rﬁgggf’olr'g"tﬁglygé ?btﬁ:ts ?r\]/;mr t;?: szltt tc(;)f ihfol:ree)g a;i;ﬁt
clients and servers, but not attackers, each signaiuseadcast ’ ' P y b P 9

on the channel can be encrypted based on sifirig form a new to an indexed attribute can remain the valueven after the XOR

H o Lyw
bit string S’ = S® B. When clients receive the index, the original peration !S(ft) db Asfa”result, the number of true gues} can
signatureS can be recovered by XOR witk, i.e., S’ ® B = S. € approximated as Tofows.
Note that the real data items in our model are encrypted, acld e G = {
client knows the keys to decrypt the data. Therefore, theesec

keys k; are the best candidates for striggwhich do not incur gy thermore, XOR a bit with valugfrom the original signature
any extra management overhead. Furthermore, the XOR @peraly 5nq a bit with valuel from the secret key can also produte

4XOR represents a operation on two operands that resultsatue wftrue On average, there aren — wf) bits with value in S, and the

if and only if two operands share different values, iles 1 — 0, 060 — 0, corresponding bits in the key on average ha&og; probability
190=1,and0® 1 =1. to be 1. As a result, the total number of bits set to 1 $

1
(5)"" xsxu wbg%
0 otherwise



TABLE I

is 5f + ©5%L = 2. The total number of matched gue&$
. . o SIMULATION SETTINGS
thereafter can be approximated as follows. It is worth rgic
that whemw, exceeds the value 6§, no match is found. This is [ Notation | Description [ Setiings |
because a received signatusé whose total number of bits set ™ domain size of index attributes of f 1000
to 1 is guaranteed to b&', can not match a signature in hacker's | A‘ glven.appllcatl?nﬁl S
g : m Dy omain size of the hacker’s dictionary 10000
dictionary withw, larger than 2 U number of attributed index in one item 4, 8,10, 12
comb( =L + 2227 ) number of the data items included in|a
G = co?nb(m,i;b) x|Du| wy < 7 N broadcast cycle 10000
0 otherwise m number of bits in a signature 64,128, 256
the size of a data item content body [n1280
Finally, the false guess probability’; with confidentiality " the unit of bits ‘ _
improvement can be derived as follows. < gggb;fogg data items in an Integratedl’z A
P — (G' — Gfg) (20) wp, number of 1's in an attribute’s signature [1,m]
97 Dyl - Gl Ps selectivity of a query 0.01

In order to provide a complete description, we further assum
that attackers are so smart that they successfully guetshiha analysis for validation. The access time/tuning time isaitetd

received signatureS’ are the XOR results of the real signature%y Equation (1)/Equation (2) and theLD for each broadcast

) Ve . .
S and some other strings, i.e5, = 5 A. Since t_he stringd data item is experimentally obtained by counting the number
must be known to both the server and all the clients, attack%rf correct guesses and the number of total guesses. We have
can further guess that differedis are encrypted based on ON%onducted five sets of experiments. The first set of expetignen

g[rlng Ain cglrdetL to m|n|nl;|ze gretmanagemi%cost ofljtrmg is to validate the analytical results of signature-basednaiex.
onsequently, they may be able to remove stringy combining As it has been presented in the preliminary report [23], it is

. . y ) —
two received signatureS; and.S5 based on XOR operation, "e"skipped for space saving. The second set of experiments is

S1@55=(S1OA)®(S204) = (519 5) S (ASA(S1E 15 e the signature in order to balance the performance and
52) @ 0=(51 & 5»). Although our system adopts different keySconfidentiality, the third and fourth sets of experimente &
and different allgnmgnts t(.) encrypt the signatures, WEMSSaA o\ aluate the effectiveness of the jump pointer techniquethe
worst case scenario in which the XOR result 0 f some signaturg 5o signature, respectively. Finally, the last set of eipents is
51 and5; can .be recovered. Howeve_r, even with this k"O_V_V'edg‘f“o implement the signature-based approach in a real PDArifyve
the attacker still has to suffer from a higher false guesbaiiity.

This is because for a given bit strisgwith 1 bits, there ar@™ that encryption is expensive and to validate that the sigeat

. - . based secure broadcast technique can significantly cut dosvn
different strings that can producebased on XOR operation. As . q g y
o . . X power consumption.
a result, it is almost impossible for an attacker to guesgitie

answer, especially whem is sufficiently large. . .
P y ylarg A. Balancing Performance and Security

V1. EXPERIMENTAL EVALUATION As we mentioned in Section V, tuning af, is more flexible

. . . . than that ofs. In this set of experiments, we first validate the
As discussed earlier, a signature-based wireless broad-

cast system can be flexibly tuned to meet different perfo?—nalytlcaI model proposed to achieve a good balance between

. o . . - confidentiality and performance with a fixed Thereafter, we
mance/confidentiality requirements. In this section, wadtmt .
. . o . . . present the results under differenvalues.
extensive experiments via simulations to verify the anedyt - . : .
- . ; First, the relationship betwee@’,, and w, for various m
results, and demonstrate the flexibility of signature-Hasér . . : .
value with s = 1 is shown in Table Ill. As the access time

index. All the experiments are implemented in C language 0ot affected byws, we set thes value to 1 and hence only

a Unix system. As shown in Table II, the application doma'ﬁhe tuning time performance but not the access time comésbu
Dy has 1,000 attributes and we assume the broadcast cycle 9 P

consists 0fl0,000 data items, with each item characterized:by 1 Cror. It is observed that the analytical results approach the

indexed attributes randomly drawn fromy. On the other hand, S|mulat_|on result_s, espeually for it - values. For the deta_|led
the attacker’s dictionaryDy contains10,000 attributes which wp Setting, the simulation result does not match perfectiytfie

. . . ._analytical results. The main reason is that our analyticatieh
is a superset ofD 4 (i.e., we made a conservative assumption

from the administrator's standpoint). The signature sizg,is 5;?5’;?;2? ::irﬁriciggg t\r/l-ep\ciguallyagg%ii ﬂt::sg?(t)g.fﬁleﬁ(/glue
set t064, 128, and 256 bits and the content body of each item nor

n, is set to1280 bits, with Z:=5%/10%/20%. Although in the of P; to derivew,,. However, as reported previously in [23], there

e applcstons th sz of e sgature and the cotoay b £ & 0 Ve e nabic (1) nc ey (1) a0
might be much larger, we believ& =5%/10%/20% is consistent gs. '

. L . analytical results still can provide useful hints. In thaystems
with many real applications. Consequently, our paramedtings . - . o .
. : ™ . with dynamic system settings, it is always very expensivgdb
simulate representative cases of real applications. Bygihg the - L . . -
. - the optimizedw, via simulation especially whemn is large.
value of s and tuningw, from 1 to m, the system administrator . . :
. ' . . Consequently, the analytical model provides an alteraatol
can generate different configurations of signatures. for_performance analvsis and. svstem blannin
The experimental results presented here are the average pe ALY . WE Veri e analﬁ}/caf‘!mo%epuno%r differergteyn
formance of200 queries, each of which is based on a randomequirements. Here, we change both the settingxcnd the
attribute value drawn fron 4. The false drop probability’s and setting ofé to obtain a thorough understanding of the impact of
false guess probability’, are obtained by both experiments andboth s andw;. The optimized settings, together with,. values,



TABLE Il

air index. As we explain in Section V-B, a client has to scdn al
OPTIMAL CONFIGURATIONS OF SIGNATURE SCHEMEs = 1,6 = 1)

the C/s signatures to evaluate a query under the conventional

m | a f;”a'ﬁ’SiscRes“'ts ?UimT'atiog Results signature-based approach. On the other hand, the jumpepoint
5= 6b — ; — links each signature to the next closest signatuté that shares
64 05 T T —oai33 4 —0A41d common attributes with. Consequently, once a query finds a true
0.75 1 —0.6851 1 —0.6728 match with a signature; of thei-th data frame, it can follow the
0.25 || 31 | —0.1976 || 26 —0.1956 jump pointer to access the next signatsyehat might satisfy the
128 | 05 [ 27 | —04183 || 23 | -0.4145 query. As a result, the retrievals of signatures broadcetstéden
0.75 || 22 | —0.6475 || 21 —0.6411 . .
the:-th data frame and thgth data frame can be safely skipped.
0.25 || 88 | —0.1726 || 72 | —0.1788 . 6 deoi h b ¢ signat trieval
956 05 T’ =036 1 67 T —03792 . Figure epicts t e average number of signature retrievals
0.75 || 76 | —0.5727 || 63 —0.5873 incurred by processing a query under differensetting, with

m fixed at64 ands fixed at1. It is noticed that without any jump
pointer, the number of signature retrievals equéjs = 10000,
and jump pointers can reduce the number of signatures ctiecke
It is observed that the improvement is dependentpwhich is
consistent with the analysis conducted in Section V-B. When

is small, it is less likely that two signatures share someroom

we S?t bOth‘.X andg to be pretty sm_all_, and hence the SYStelributes and hence the average distance between a s@ratu
cost is dqmlnated by th_e confidentiality loss. Conseq_ueratly and the one pointed by's jump pointer is larger which results
;ystem with small ILD (i.e., large false guess propabllﬂy) . in a more significant saving of the signature retrievals.
is preferred. That's why when we compare the optimal setting
undera = § = 0.1 with that undera = § = 0.5, we observe
the w,, value related tax = § = 0.1 is much larger. Overall, the
signature withs = 1 is preferred.

However, asa value increases, performance gains start to
dominate the system cost. For example, when= 0.9 and
5 = 0.1, the signature withs = 2 provides the minimal cost.
As we further increase the weight of performance, espgcib# 00— %0 20 %0 o
importance of access time, the signature witks 4 outperforms Number of Bits Set (g)
the best and becomes the optimal choice. This is consisteif 6. No. of signatures retrieved with jump pointers & 64,s = 1)
with our previous analysis. The value ef mainly affects the . .
access time, whiley, affects the false guess probability/false drop To more precisely demonstrate the advantage of the jump

probability and hence it determines the tuning time pertoroe pointer technique in termg of energy ponserying, we obtaen t
and ILD. When the short access time is the ONLY systefVerage power consumptions with/without jump pointers. We

requirement, a large is preferred. On the other hand, when thé‘OIOpt the numbers from Proxim RangeLAN2 [24], which recgiire

confidentiality loss is the major system requirement, a bmé L5W"in transmit mod§0.75W in receive mode am'o.lW. n
more suitable. doze mode, to approximate the energy consumption in rétgev

signatures and data items. The average power consumption pe

of the system withm = 64 ands € {1,2,4} are presented in
Table IV. We report the performance for eactalue, and those in
bold represent the settings that minimize the system aailly,

9500 T T T T T T
9000
8500

8000

No. Signature Checked

7500

TABLE IV query processing can be approximated BYYE x 0.75 +
OPTIMAL CONFIGURATIONS OF SIGNATURE SCHEME$s € {1,2,4}, AND w x 0.01. Here, B represents the bandwidth of the
m = 64) broadcast channel whose value is set to 1Mbps. Figure 7tdepic
o 5 s Analysis Results|| Simulation Results the average energy consumption under differgnt, values, with
wy | Cror [[ we | Cror m = 64 ands = 1. As expected, the jump pointer technique can
4 3 0.0033 3 0.0034 significantly reduce the energy consumption. For examphenv
01011010 2 ’ 0.0011 7 0.0011 = 4 andw, = 10, jump pointers can save energy consumption
T |[ 17| 0.0010 || 15 0.0010 u= wp = 10, jJump p : / 9y P
n T 01310 T Rz up to23.5%, compared_ with that without jump pomters. _
0.50 | 0.50 | 2 2 | —0.1780 2 —0.1757 In the above analysis, we do not consider the switching cost,
1 5 | —0.2026 4 —0.2029 as most of the existing work. However, it is observed that the
4 1] —0.0354 1 —0.0339 typical setup time for a mobile device to start or tune inttivac
0.90 | 0.10 | 2 2 | —0.0468 2 —0.0459 de is in the order of00us [24]. which might
" o0 " — 05 mode is in the order of00us [ ], w ich might consume non-
7 T 50074 T 50075 neglectable energy. As the jump pointer technique effelstiv
0.99 | 0.01 2 3 0.0172 D) 0.0172 reduces the number of signature retrievals, it can reduee th
1 4 0.0402 1 0.0402 number of switches as well. Here, both a transition from the

active mode to doze mode and vice versa are counted as a switch
Figure 8 plots the average switches incurred during thegssing

of one query, withm = 64 and s = 1, and Figure 9 depicts the
average power consumption with switching cost considefiede,

This set of experiments is to evaluate the performance of thwee vary the setup time fromyus, to 10us, to 100us, and finally
jump pointer technique. The notatidf¥ith Jump Pointer is to to 1ms, and we assume it requires a mobile devicesWw for
represent the signature-based air index with jump pointenie  setup, the same as in the receive mode. Compared with thgyener
Without Jump Pointer denotes the conventional signature-basetbnsumption shown in Figure 7, the switching cost is obuious

B. Evaluation on Jump Pointer Technique
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non-neglectable. well. That's why we introduce the new metriecall to capture
the number of true guessés, which can help to derive the total
. . !/ !/ !/ !/ / !/
C. Evaluation on XOR Signature number of guesse§’ = G} + Gy = Gt + Py x (|Du| — Gt) =

/
This set of experiments is conducted to validate the amalyti 7¢<4!l X s X u+ Py x ([Dp| = recall x s x u).

results of the XOR signature approach, with all the system The third observation is thajtecal_l is almost zero in the XOR
parameters sharing the same settings described in Tableigl. Signature scheme, as shown in Figure 10(b) and Figure 10(d).
observed that pre-defined metdiD is no longer suitable with Normal signature scheme, we assume all the indexed agsibut
confidentiality improvement, because in many cases the eum'€ available in hacker's dictionary. In other words, thenbar
of matched guessesis zero. Consequently, a new metric, namel{f 'ué guesses always equals the number of attributes éddex
recall, is defined as the ratio of the number of right guesses By @ Signature, i.eGiy = s x u. Therefore, therecall is always
the total number of attributes indexed by the signature.thero 100%. However, it can successfully confuse the hacker by the
words, recall equals the percentage of the indexed attsbiitat ?(OR operation and j[he numbe.r of true guesses, in most cases,
are known to the hackers, and a small recall indicates a hiffhZ€r0- Both theoretical analysis and experiments showttte
confidentiality. OR signature scheme effectively prevents the attackess fr
Figure 10 shows the experimental results, as well as th@,ﬁmalgetting_ useful information f_rom the received signature.den
cal results whem: equalséd. It is observed that the approximated®Pen (i-€., non-encrypted) signature scheme, the systesi it
results obtained from theoretical analysis match the sitror try to avoid .the t.rue match from the hacke.rs. Instead, itstrie
results perfectly. Take Figure 10(a) as an example, theageerto tune the inherited false drop from the signature scheme to
difference between analytical and experimental resulerdsind lower the percentage of the tru_e matches over the total match
4x10~5. The second observation is that the false guess probabilf§f the other hand, the XOR signature scheme prevents the true
P} in most cases is zero. In Section V-A, we have claimed thatatch from happening at the first place. In our evaluatios, th
an ideal broadcast system prefers a small tuning time/adizae  P€rformance results under = 128 andm = 256 are similar and
with large false guess probability. Does this mean that tieRx Nence are not presented to save space.
signature with an almost-zero false guess probability deakre
useful information to the attackers? The answer is definitD.
Although the almost-zero false guess probability reflecfact
that the number of false guess€$ is zero, it ignores the fact The focus of this paper is to employ and tune the signature-
that the total number of matched guesg#sis almost zero as based air index to balance confidentiality and performamce i

D. Empirical Evaluation on PDA
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wireless broadcast systems. An arising question is why roztds Sharp Zavrus SL-C310¢
cast encrypted index information directly which will elinaite
most of, if not all, confidentiality concerns. The main reaso
is that the decryption performed at the thin clients (e.d>AP

or mobile phone) is very expensive. While encryption/dption

can address some security concerns, it deteriorates penfioe
significantly. In order to demonstrate the inefficiency otmp-
tion/decryption operation and the significant improvermsought

by signature-based schemes, we implement the algorithnas in
real mobile device, SHARP PDA (as shown in Figure 12(a)). The
detailed system specification of the PDA is listed in Figu2€o).

OpenSSL toolkit (http://www.openssl.org/) is used to iempent (a)
encryption/decription operations. oS Linux

Three schemes, namefncryption signature and XOR signa- Processor Intel XScale PXA270
ture, are evaluated. In all three algorithms, the server irtwde Processor Spee(] 416MHz
index and data frames on the broadcast channel. The client is Hard Drive 4GB
supposed to check index first before spending time retrigtlie Installed ROM 16MB
real data, which is much larger than index in size. We further Installed RAM 64MB
assume all the registered clients share a key with the server Battery Type Lithium ion
and the server encrypts all the data using that key. The first (b) Product Specification

algorithm encrypts index, as well as all the data, using this
common key. When a client issues a query, it downloads thig- 12
index, decrypts it, and compares it against its query. Tinerot
two schemes only encrypt data, but not index. Signaturensehe
broadcasts plain index (i.e., signature of the correspandata), cost, around 054.03 times larger than that of signature approach
and XOR signature scheme broadcasts the XOR product of 1) 831.31 times larger than that of XOR signature approach.
plain signature and a key. Once the index is downloaded, theaddition, we can find out that the larger theis, the longer
client can compare the query with the plain index directlthaut ~ the CPU time is, which is consistent with our expectatione Th
any additional operation in signature scheme. On the otaed.n yqjye of m plays a more important role on the CPU time of the
clients first need to XOR the key with retrieved index to removsignature approach and the XOR signature approach, cothpare
the shield from the key, and then compare the result withr th&jith the encryption/decryption approach. The reason lakfsn
queries under XOR signature scheme. In all three schemes, it the decryption algorithms in general are very comfsita
retrieval of the data is triggered only when a match betwéen tang reducingn value does not simplify the operation. On the
query and signature is detected. other hand, the signature scheme and the XOR signature schem
Collecting power consumption data is not easy. As a resuitnly employ very simple bit-operations (e.g., AND/XOR).igh
in this set of experiments, we evaluate the CPU time used biservation well justifies our argument that encryptioorfgption
different approaches instead of measuring the power caosom significantly affects the performance. On the other hanth ke
directly. The total CPU cost of running 1 million@®) queries signature approach and the XOR signature approach empigy ve
of different approaches is shown in Figure 11. It is obvidustt simple bit operations and therefore the incurred compriatbst
the encryption/decryption approach incurs a much highet CRs very low, which guarantees the efficiency of the approache

SHARP Zaurus SIC3100



VIlI. CONCLUSION

Air indexing is an important technique that facilitates rgye

conservation of mobile clients in wireless broadcast syste [13]

However, the crucial confidentiality issues on air indexhaye

not been discussed in the literature. This study, to the dfestr
knowledge, is the first research effort to address both pegoce

and confidentiality issues via indexing technigues in egsldata

broadcast systems.

In this paper, we argue that signature-based air index idead i

technigue to meet the performance and confidentiality reguiie]

ments of applications because the tradeoff between peafuren

and confidentiality metrics can be properly tuned by system
administrators. We define a security metrics called infaioma -,

leaking degree to measure confidentiality loss in air indexad
analyze both confidentiality and performance metrics imgeof

a number of controllable parameters. We further proposg@ithe

[14]

[15]

(18

[12] T. Imielinski, S. Viswanathan, and B. R. Badrinath. Eneefficiency

indexing on air. InProc. ACM SIGMOD International Conference on
Management of Data (SIGMOD’94pp. 25-36, May 1994.

T. Imielinski, S. Viswanathan, and B. R. Badrinath. Rovefficiency
filtering of data on air. InProc. 4th International Conference on
Extending Database Technology (EDBT'9¢p. 245-258, March 1994.
T. Imielinski, S. Viswanathan, and B. R. Badrinath. ®atn air -
organization and accesEE Trans. Knowledge and Data Engineering
(TKDE), 9(3):353-372, May-June 1997.

D. Lee and C. Leng. Partitioned signature file: Designsiderations
and performance evaluatiolACM Trans. Information Systems (TOIS)
7(2):158-180, 1989.

K. C. K. Lee, H. V. Leong, and A. Si. A semantic broadcashemme
for a mobile environment based on dynamic chunking. Rroc.
20th IEEE International Conference on Distributed CompgtBystems
(ICDCS'00) pp. 522-529, April 2000.

W.-C. Lee and D. Lee. Using signature and caching teghes for
information filtering in wireless and mobile environmentdournal of
Distributed and Parallel Databaseg(3):57-67, 1996.

C. Leng and D. Lee. Optimal weight assignment for sigratgenera-
tion. ACM Trans. Database Systems (TODE)(2):346-373, 1992.

pointer technique and the XOR signature scheme to impra¥e {fig] p. Liu and P. Ning. Tinysec: a link layer security areture for
performance and the confidentiality, respectively.

This is a new research direction which deserves more effort ! KEC i
20] S. Marti, T. J. Giuli, K. Lai, and M. Baker.

from the research community. We are developing new air iimgex

techniques for secure wireless data broadcast and perfgrmi
more detailed analysis. Both of the performance and confiden
tiality aspects of wireless data broadcast will be furthgl@ted
in our future study.
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